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2 Orange Restricted 

Agenda 

Introduction : quick features review 

1. Architecture overview 

2. Some useful tools 

3. My first steps 

4. Manage my device park 

5. Use my data 
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#1 
Architecture overview 
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Rule Engine 

Datazone MQTT 

LWM2M / CoAP 

HTTP 

Device 
Info 

Enricher 

Tenant 
mapping 

 
("cloud 2 
cloud") 

(opt) 
Decoding 

Store 
Index 
(search) 

Event 
processing 

Event 2 
action 

FIFO 

Connectors 

Orange LoRa 

Orange SMS 

Orange USSD 

Partner X 

Partner Y 

binary 

CSV 

JS 

e
m

a
il 

S
M

S
 

MQTT 

API 

API 

API 

API 

DeviceMgt 

Data 

Data 

Event 

SMS/ 
Email 

API 

Network Status 

Data 

Data 

Data 

Data 

Data 

Data 

API 

h
ttp

 

WebHook 

Inventory 

API 

Campaign mgr. 

API 

Device  
Adapters 
(driver) 

Bus 
/Routing 



5 Interne Orange 

Architecture overview 

Concepts / data model : 3 main building blocks 

Tenant accounts 

• Offer/technical/user settings 

• BSS: offer, options 

• Users / Roles 

• API keys 

 

Device Mgt: 

• Devices 

• DeviceTypes (ongoing) 

• Groups 

• Connectivity 

• Commands, param, resource update 

• Campaign Data 

• Data message 

• Store, search 

• Event processing (matching rules, firing rules 
& guards) 

• ActionPolicy 
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#2 
Some useful Tools  
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Postman : installation set up 

Tools 
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Postman 

Tools 

Manage/share collections of requests 
Generate code 
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Tools 

Environment 
variables 



11 Interne Orange 

MQTT Box : install/configure a client application 

Tools 

User name : 
« payload+bridge » 
Live Objects API Key 
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MQTT Box 

Tools 

Subscribe to topics, ex :  
« router/~event/v1/data/new/# » 
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MQTT Fx : install/configure a client application 

Tools 
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MQTT Fx : install/configure a client application 

Tools 

Subscribe to topics, ex :  
« router/~event/v1/data/new/# » 
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#3 
My first steps 
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Orange Restricted Orange Restricted 

My first steps 

Get a free account Create an API key 
 
 

Enter it in your object 
 

Visualise your data in 
Live Objects 

1 2 3 4 
https://play.google.com/store/
apps/details?id=com.orange.lo
.assetdemo  

Use our device simulator on Android  API keys are used for API to 
authenticate the customer's 
account on Live Objects 

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo


17 

Go to https://liveobjects.orange-business.com/  

https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
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Personalize your password  

to activate your account 
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(Login) 
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(Login) 
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\\ Dashboard 

… 

… 
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Orange Restricted 

My first steps 

Get a free account Create an API key 
 
 

Enter it in your object 
 

Visualise your data in 
Live Objects 

1 2 3 4 
https://play.google.com/store/
apps/details?id=com.orange.lo
.assetdemo  

Use our device simulator on Android  API keys are used to authenticate 
the customer's account on Live 
Objects 

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
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\\ Configuration \ API key 
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… Create an API Key 

… 

Restrict to Fifo access (we will 
see that later) 
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… Create an API Key 
Roles : check the technical doc for details … 
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… Copy/Paste the key, it will appear only once ! 
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… API Key created 

Created key 
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\\ Equipements 
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Orange Restricted 

Connecting my devices 

Get a free account Create an API key 
 
 

Enter it in your object 
 

Visualise your data in 
Live Objects 

1 2 3 4 
https://play.google.com/store/
apps/details?id=com.orange.lo
.assetdemo  

Use our device simulator on Android  API keys are used for API to 
authenticate the customer's 
account on Live Objects 

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo


36 

Datavisualization  
Currently available 

Inside Live Objects: list of all received payloads  Portal Data tab 

Inside Live Objects: tool to analyze data and build simple & 

advanced dashboards  
Kibana 

Above Live Objects: easy graphical tool to create simple 

dashboards and share them  
Freeboard.io 

Above Live Objects: easy graphical tool to build in drag and 

drop simple or advanced dashboards 
JYSE 

Above Live Objects: turnkey application developed by 

integrator using Live Objects MQTT or REST APIs  

Bespoke 

development 

Above Live Objects : easy graphical tool to prototype simple 

dashboards and share them  
Node-red 
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\\ Data 

Portal Data tab 
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Kibana : small tricks that saves time 1/2 

Go to the « Data » 
zone, click on 
Kibana button 

1) No data : check 
the time range 
(default last 15mn) 

2) Auto-refresh 
option 

Kibana 
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Kibana : small tricks that saves time 2/2 

3) Still No data : it can be because of a new data model that has not been 
indexed => Go to the settings and refresh the index 

Kibana 
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Kibana : Build visualizations 

Select data sources for Y axis 
Select timestamp for X axis 
Click on « Apply changes » 

1 

2 

4 

Kibana 

3 
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Kibana : Build visualizations 

Define ranges for the Rpm + 
sub aggregation on hygrometry 

Pie chart 

Kibana 



42 Interne Orange 

My first steps… with SMS 

#3.1 
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SMS device inventory 

SMS 

Select “SMS” into the 
device list 
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SMS device provisioning 

SMS 

Use this fields to display the list 
of devices based on their 
decoder type or server phone 
number. At the beginning the list 
is empty 

 Clic here to start 
adding devices 

NB: Live Objects uses XMS hub enabler to work with Orange Countries GSM networks. 
The « Server phone number » is the short code that the devices will use to send SMS. 
This will have to be setup in the integration phase of Live Objects in the country 
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SMS device provisioning 

SMS 

Choose the SMS server number 
to be used by the device 
(provisioned in the offer setting 
of the account) 

Choose a payload decoder. The list 
contains private decoder (created by 
the customer himself, or public 
(available for all customers) 

 Clic here to add the device. The 
button « Create » become clickable 
when at least one device is added. 
 Clic on « create » to validate the 
devices creation 

Type the msisdn 
of the device with 
the  international 
prefix (without 
« + ») 

NB: Creation is made for all devices with the same Server number/decoder as 
specified. To create other devices with a different configuration (different decoder for 
example) repeat the process from the previous slide. 
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SMS device provisioning 

SMS 

Two devices created with 
two different decoders. 
Ready to communicate ! 
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SMS device provisioning 

SMS 

Creating an SMS 
device 
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#4 
Manage my device park 
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Manage my device park 
Currently available 

Send a command to open a door 

Ask a tracker to give its GPS coordinates to get a precise 

localisation 

Send commands, change 

configurations 

Update the firmware of a device Update firmware of a device 

Manage actions on a fleet of devices Set up a Campaign 

Go to “Use my data” chapter ( event processing) Silent devices 

Organize my device fleet as a group hierarchy Group management 
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… device details 

Send commands and change configuration 
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… Sending a command 

Send commands and change configuration 
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Also in LoRa device downlink data 

Possibility to send a command 

Send commands and change configuration 

Confirmed means “received by 
network” not received by 
device 
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Update my device firmware 

Get the device firmware Id 

Get the firmware Id : 
« demo_splash_screen » 

Step into the device 
properties => Firmware 

1 

2 
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Update my device firmware 

Create a new firmware version 1/2 

Step into Configuration/ 
Firmware => Create 

- Put the current firmware Id 
- Choose the « http-updater » 
connector 
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Update my device firmware 

Create a new firmware version 2/2 

Enter the new version Id 
Choose the file (it must be < 15Kb) 

Click « Add version » 
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Update my device firmware 

Set the update rule 1/2 

- Come back to the Park/ 
targeted device/ Firmware 
- Click « Update » 
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Update my device firmware 

Set the update rule 2/2 

Select the targeted version 

The new version is 
pending, waiting for the 
device connection  
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Create a MQTT Campaign 

Campaign management 
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Create a MQTT Campaign 

Campaign management 

Fill the list of the 
targeted devices 
into a CSV file 
and import it 
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Create a MQTT Campaign 

Campaign management 

Choose the action : 
update config, send 
command, update 
firmware 
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Create a MQTT Campaign 

Campaign management 

Define a schedule 

The campaign will be 
launched from the 
starting date 
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Create a MQTT Campaign 

Campaign management 

The campaign will be 
launched from the 
starting date 
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Create a MQTT Campaign 

Campaign management 

Config : change the 
update rate 

Device list :  
My MQTT Android app 

Command : send a 
« buzzer » Campaign 

planning 
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Create a MQTT Campaign : the result 

Campaign management 

Scheduled : not started 
and can be updated  
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Create a MQTT Campaign : Update – add firmware 
update 

Campaign management 

Add a firmware 
update 

Launch ASAP => 
The status will be 
“Running” 

Use de Campaign Id 
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Organize my device fleet as a group hierarchy 

Manage a hierarchical device tree with the portal 

Create new groups into the tree 

Move devices into the tree 
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Organize my device fleet as a group hierarchy 

2 Sets of API to manage Groups and device assignment 

You can create/update/delete/list groups 

You can assign groups to the devices  
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Use my data 

#5 
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Use my data 
Currently available 

Retrieve my data in a business application using MQTT or 

Rest via queues (FIFO) 
FIFO 

Perform Complex Queries (BI) on my indexed data with 

Elastic Search  
Data management 

Create or use decoders to structure and index LoRa object 

data 
Decoders 

Create rules for triggering alerts on object data sent to the 

business application 

Event/state 

processing 

Live Objects or the business application can send SMS,  

email or push Http notifications following an event 

Notifications & 

Event to Action 

Create alarms on unexpected device behavior Silent devices 
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The Fifo 

Fifo 

Benefit : it guarantees that the messages are delivery to the Application. Messages are stored in a 
queue on disk until consumed and acknowledged  

1) Create the Fifo 
2) Create links between routes and the Fifo 

Fifo 

router/xxxxx 

router/xxxxx 

router/xxxxx 

Business 
Application 

            The Fifo don’t replicate the messages for each consumer : if 2 Business applications 
consume the same Fifo, each of them will share a random distribution of the messages 
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Creating a Fifo 

Fifo 
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Bind a routing key with the Fifo 

Fifo 
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Restrict an API Key to a Fifo 

Fifo 

Goal : Provide to 
3rd parties an API 
Key with a 
restricted access 
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Decoders 

Binary 

 Bit per bit decoding 

JavaScript 

 For devices with complex 
behavior 

 For devices with variable 
payloads 

 JS decoders must be qualified 
only by Live Objects team 

CSV 

 Byte per byte decoding 

3 kinds of decoders available 

to this 

 Bit per bit decoding 

 Depending on the device behavior 

 For devices with variable payload 

 Customers can develop their own decoder 
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Public/Private decoders 

Decoders 

… 
Decoders published 
by Orange cannot be 
modified 

Decoders created by 
the users 
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Creating a private binary decoder 

Decoders 
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Creating and testing a binary decoder 

Decoders 

Example based on a 3 Bytes payload : 
38AAFF 

to be structured into a 4 fields 
bit:3 test3; 

bit:5 test5; 

byte pressure; 

byte temperature; 

{ 

"networkStat":{{test3}}, 

"batStat":{{test5}}, 

"pressure":"{{#math}}{{pressure}}+100{{/math}} Pa",  

"temperature" : 
"{{#math}}{{temperature}}/10{{/math}} celsius" 

} 

and to be presented following this 
template 

Test the decoder 
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Retreive time series data  

Data management 
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Retreive time series data  

Data management 

curl -X GET --header 'Accept: application/json' --header 'X-API-

KEY: xxxxxxxxxxxxxxxxxxxxxxxxxxx' 'https://liveobjects.orange-

business.com/api/v0/data/streams/android357329073120059?limit=100' 
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Retreive time series data  

Data management 

Request : « 100 last data from the stream 
Id : android357329073120059 » 
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Event/state processing 

Configure matching and firing 
rules 

Get events to 

Event process = 1 matching & 1 firing rule 

Matching rule Define when the event occurs  

Firing rule Frequency function (firing rule) which defines when “event must be sent 
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Create a Matching Rule 

Event/state processing 

Create the rule 
“hygrometry < 20 and 
temperature > 20” 
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Create a Matching Rule : the response 

Event/state processing 
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Retreive the list of Matching Rules 

Event/state processing 
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Delete a Matching Rule 

Event/state processing 

Put the Matching rule Id into the request 
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Create a Firing Rule 

Event/state processing 

Firing rules type = frequency function which defines when "fired events" must be generated  

ONCE Once only, firing guard must be removed to reactivate the rule 

ALWAYS Each time the match occurs 

SLEEP Once only, then wait the sleep duration to automaticaly reactivate the rule 

The Firing rule will trigger the 
events 
This Firing rule will ALWAYS 
trigger the previously create 
Matching rule 
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Create a Firing Rule : the response 

Event/state processing 
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Retreive the list of Firing Rules 

Event/state processing 
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Event Processing : Test it ! 

Event/state processing 

Subscribe to : route/~event/v1/data/eventprocessing/fired 

Event fired : 
- type of firing rule : ALWAYS 
- hygrometry < 80 and 

temperature > 20  
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Managing a Firing Guard : update the firing rule to 
the firing type « ONCE » 

Event/state processing 

Set the firing type to 
“ONCE” 
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Managing a Firing Guard : get the list of firing guards 
The request 

Event/state processing 

Firing rule Id 
Filter on the streamId 
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Managing a Firing Guard : get the list of firing guards 
the response 

Event/state processing 

Firing guard Id 
Matching rule 
Last triggered value 
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Delete the Firing Guard 

Event/state processing 

Put the Firing guard Id into the 
request 

The event will trigger « ONCE » again 
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Delete a Firing Rule 

Event/state processing 

Put the Firing rule Id into the 
request 
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State Processing : create a rule 

Event/state processing 

Set 3 temperature ranges : 
- Cold : temperature is below 0 degree 
- Normal : if temperature is between 0 and 60 degrees 
- Hot : temperature is higher than 60 degree (*) Same header as Matching rules 
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State Processing : list rules 

Event/state processing 

(*) Same header as Matching rules 
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State Processing : Test it ! 

Event/state processing 

Subscribe to : 
route/~event/v1/data/eventprocessing/statechange  

State changed from normal 
to cold, following the new 
temperature value (-11) 
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Send email and SMS notification 

Notifications 

Send mail 

Send SMS 
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Link actions to events 

Event to Action 

When Live Objects detects an event, it sends 
notifications without depending on another 
business application. Events works quickly and 
even if the business application is down. 
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Create a new Action Policy to send Mail & SMS 

Event to Action 

Firing rule Id 
containing a 
matching rule that 
triggers when Hygro 
< 80 and Temp > 20 

Actions :  
- send mails with 

HTML layout  
- send SMS 
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Update an Action Policy : make a more complex mail 

Event to Action 

Toggle the rule 
activation : true/false 
 

Change rules, receivers…The 
Mail/SMS bodies - ex: add a 
google map 
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Make a Push http for all the coming data 

Event to Action 

Use case : push all the coming data to the @LiveObjectsBot account 
Solution : use the IFTTT Webhooks 
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Make a Push http for all the coming data 

Event to Action 

Key to be generated on your IFTTT account The event 
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Make a Push http for triggered events 

Event to Action 

Use case : push data that has triggered the “Test hygro < 80 && temp > 20” rule to the 
@LiveObjectsBot account 
Solution : use the IFTTT Webhooks 
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Make a Push http for triggered events 

Event to Action 

Key to be generated on your IFTTT account The event 

Beware of the prefix 
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Make a Push http for tagged devices 

Event to Action 

2) Create a matching rule related to this tag + a firing rule set at “ALWAYS” 

1) Set a tag to the devices, here : “httppush”  

3) Create an event to action policy 
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Thank you  


