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Tenant accounts

Offer/technical/user settings
BSS: offer, options

Users / Roles

API keys

Data

Data message
Store, search

Event processing (matching rules, firing rules
& guards)

ActionPolicy

Architecture overview
= =

Concepts / data model : 3 main building blocks

Device Mgt:

Devices

DeviceTypes (ongoing)

Groups

Connectivity

Commands, param, resource update

Campaign




Functional Overview & Value proposition
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Some useful Tools




Tools

Postman : installation set up

Datavenue

orange” Dashboard Park Data Configuration Simulation Prototype

Live Objects

(7]
e Use Postman to take control of our API

B Developer guide A powerful GUI platform to make your APl development faster & easier, from building APl requests through testing, documentation and sharing.

Download Postman application on hitps./fwww .getpostman.com/apps

Start Postman.

In Import, then Import from link, enter this URL: hitps-//liveobjects orange-business. com/sw:

Go to Collections, then in Live Objects REST API Guide i )
Select an API and enter your API key in Headers section =
Fill in the necessary settings in Params if needed

Click on Send to use the API and get its answer

Develop you service!

BE User guide

{ } Swagger

PN oW

SDK & code samples
0 p

Postman Download Postman

& Tutorials

o About
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NEW I:Ij Runner Import D, Builder

Filter No Environment ' © ﬁ'
v | R the list w Stal | OAB App - fralell | TestCreate X + | oes
History Collections .
» Test Create a new MatchingRule Examples (0) v
All Me Team E.'_ L- -
POST v https:ffliveobjects.orange-business.com/apifvifeventprocessing/matching-rule Params “ Save
OAB App
5 requests Authorization Headers (2) Body @ Pre-request Script Tests
Test Debug ¥ form-data x-www-form-urlencoded  ® raw binary  JSON (application/json)
4 requests
: Lt OKHITR
2 "dataPredicate”: =
TestSEP & E G
ar g
9 requests 5 "and":
6T [§
7 < .
Test State Processing % 8- memy [
I 2 requests 9 1 i R usiness .com/ #91 v/ eventprocessing/matching-rule”)
10 "var": "value.hygrometry" desermiacaint) e
11 1s ’
| 17 11 - Live Objects REST A... 12 88 . D63 28¢¢. 14c - STeT4F20E5")
i 159 requests ii ¥ 1 » client.newColl(reauent) execate();
15 > s
8 [
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Builder

Create a simple Matct + e Environment Prod b © {:Ir

» Create a simple MatchingRule variables

Collections

Al Me Tearr E |5~

ey MRS YRR GO TR T

POST v hnas:ﬂlu\reob ects.oranEe-busmess.comfaal!vﬂfeventan ItpHost  hatpe//iveobjects. orange ucine<s com

Debug mode W KAPLKEY i i S vk P DGO S A
2 requests O Y S 2] L O KeyCampaign PR EPVII WAL G T A N
LoraKey (sl S A A T AN
Device Management % TYPE
§ requests Edit
Inherit auth from§parent v Globals Edit

Live Objects Training publ... ¥ ) .
The authorization ljeader will be This request is ut No global variables

39 requests
1 automatically genefated when you
Save common values across all your environments as global

send the request. lfrarn more about
I rn more about globals
Requests on the Data zone % authorization b variables. Lea ore about g
7 requests
Rule Engine %
.| r
Eespons

26 requests

E‘- Matching rules . w L‘

POST Create a simple MatchingRule GET v {{http -||l:-5:}} pifvD/data/streams/android P 73290731200597limit=100 Params m Save

Authorization Headers (1) Pre-request Scrip Tests Cookies Code
Key Valueyy Description +++  BulkEdit Presets v
K-API-KEY {{¥-API-KEY}}
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User name :

« payload+bridge »
Live Objects API Key

11

Microsoft Store

Accueil  Applications  Jeux  Musique  Films et TV

Rechercher

MQTTBox

-+ MQTTBox . .“ -

- - = T———
8080 e 4 —- -0

workswithweb « s %k
Ce produit est installé.

+ Offre des achats in-app

Interne Orange

MQTTBox Edit Help

= Menu 4= MAQTT CLIENT SETTINGS

MQTT Client Name MQTT Client Id
TestFranck app:575b5a6T-2i2c-4cde-bZ | o
Protocol Host
mqtt / tcp v liveobjects orange-business.com:1
Username Password
payload+bndge
R Period (milli ds) C Timeout (milliseconds)
1000 30000
Will - Topic Will - QoS

Will - Topic

0 - Almost Once

Append timestamp to MQTT client
id?

] No

Clean Session?
o Yes
Reschedule Pings?

W Yes
KeepAlive (seconds)
10

Will - Retain

0 No

Delete

o Sme—

© Client Settings Help

Broker is MQTT v3.1.1 compliant?

# Yes

Auto connect on app launch? h

¥ Yes

Queue outgoing QoS zero
messages?

¥ Yes

Will - Payload

4
——
e ————————————————
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Subscribe to topics, ex:

« router/~event/vi/data/new/#

Interne Orange

MQTT Box

W MQTTBox
MQTTBox Edit Help

= Menu « all Connected ® Add publisher

test LO - mgtt://liveobjects.orange-business.com:1883

Topic to subscribe

router/~event/v1/data/new/#

QoS

0 - Almost Once v

{"streamld":"android357329073120059", "timest
amp":"2018-01-26T09:09:24.675Z2","location";
{"lat":45.76751,"lon":4.83617},"model":"dem

o","value":{"hygrometry":38,"revmin":5725,"tem

perature”:-18},"metadata":{"source":"urn:lo:nsi
d:android:357329073120059","connector":"maqt

t'}}

qos : 0, retain : false, emd : publish, dup : false, topic
: router/~event/vi/data/new, messageld : , length : 2
97, Raw payload : 1233411511611410197109731003

2l ¥

@ Add subscriber

&
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The JavaFX based MQTT Client.

Download MQTT.fx

MQTT.fx is a MQTT Client written in Java based on Eclipse Paho.

Interne Orange

Profile Mame | Test LO

Broker Address | liveobjects.orange-business com
[Broker Port. 1883

Client ID | MQTT_FX_Client Generate

EEE) user Credentials  SSL/TLS Proxy  Last Will and Testament

Connection Timeout | 30
Keep Alive Interval 60
Clean Session '
Auto Reconnect
Max Imillight | 10

MOTT Version ' Use Default

Clear Publish History

Clear Subscription Hist...

Profile Name | LO - Prod

Brokes Address  liveobjects. orange-business.com
Broker Port | 1883
Clent D MQTT_FX_Client Generate

General JVEHSWTIEEN SSL/TLS  Proxy  Last Will and Testament

User Name | payload+bridge

Password  eeesesesssssssssssscssenes




Subscribe

« router/~ev

e

Tools

MQTT Fx : install/configure a client application

o topics, ex :
nt/vi/data/new/# »

14

Interne Orange

r - - -
- H - — -— - ™ — = x|
@ MQTTR-150 U - ——— ..._ i
BN -
i
. W ERELCly  Disconnect o .
Publish Scripts  Broker Status  Log
router/~event/vl/data/new/# - st aos? (T ov
router/~event/v1/data/new/& router/~eventfv/data/new 1
routes/~event/v1/dsta/nen/E QoS0
router/~event/vi/data/new 2
routen/~evenyvL/dats/nen/s Qoso
router/~event/vi/data/new 3
routen/~evenyvL/dats/nen/s Qoso
Topics Collector (0) Scan  Stop L3
router/~event/v1/data/new
routsr/~gvent/vl/data/new/& 1

26-01-2018 10:09-20.36560642

amI ¢ nd 57




My first steps




My first steps

Get a free account Create an API key Enter it in your object Visualise your data in
Live Objects

' API keys are used for API to ' Use our device simulator on Android
authenticate the customer's

account on Live Objects
|'!'| https://play.google.com/store/

apps/details?id=com.orange.lo
.assetdemo

16 Interne Orange
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s

Go to https://liveobjects.orange-business.com/

Datavenue

= S

Live Objects

Boost your loT potential

Live Objects is the Orange answer to manage your objects and collect, store, secure and process your loT data.

loT Device Catalogue
Looking for a specific object to develop your loT project? Or you

simply want to know our range of ted objects? Lety i
be guided through our loT Device Catalogue.

Get the catalogue

Need a 3 months discover account?



https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
https://liveobjects.orange-business.com/
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Account request

Picase Ml this form to get your Live Objects account.

Emat *

Pirst name

Last rame

You mre

Cepy e code

= company, or 3 communty

ary 6th, 1978, we

Uncar artcie 22 of tha French Law No
Infiorm you that perscnal Isentfadic Informats Vectad Dy Lve
Ooents 5 protesses.

Tha Data Controtar is Crange Appilaations for Busines
Tha ourmpcss %or Jata DoCcesENg 15, 0N e 0% hand,
160aDa0E 0N N SENVICE GNC C0 tha Sthar BXChangs o
ana aur soutions.

Parsona idamfianie Miormation that nas Daen Drocesead S weot for
the curation of tha subscrigticn.
Pursuant to articies 38 ot s of e afcrementionad law, you have
rights of access, rectifiaabion and copasition. To assert thase rignts,
You can comact Omngs Aoplcatons for Busingss at O4AE-
DennassParsanne: inge.com o by £ost at the folawing
aazne
OAE - Ferscnal Cata

Desartment for Quaiity, Prosess & Seaurty (DO
4 e de @ Chitagranis

25510 Cassen-Savignd (Franca)

1 2m requestng = Live Otjects teat sccount fimited 45 3 mantha wed 10 devicex)
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Personalize your password
to activate your account

. Datavenue

Live Objects

Bonjour

Yo have reguesisd e creation of 2 “Ddscover™ Live Objscts account using Tiks emall %
addrezs

m ander io acihate your account, plesse finksh Bs creation by seRing your passward by clidking
an link below. Thits link ks7@illd 1 monin

g':”_'.n ected Menths
EWIoEs free
M ML

Lie Cinjects tam

o To learn more about Live Objects
m Visit our website https:/preprod. m2m. orange.com to get more

information
m Visit ouwr onling help Tor complsts technical documsantation.

Pleass oo not raply to i smail
For a commencial contact. about Live Objscts.
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(Login)

Live Objects

Identification

enter your login (email by default)

enter your password

S_— : - [

Forgotten password?
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(Login)

Datavenue

Live Objects

Identification

fra lelong@gmail.comr|

e O

Forgotten password?



Orange Business Bervices  Oramge Partnes

. - Park Data Configurstion

Live Objects

Park status

11 Mgt devices

1 1 0 SMS devices

Devices

Park activity

Devises activity Recent raffie eonzumptian

0

22

Quatas

Weszage queues

Al ey

Iceming messages

& FranckChezOvange ~

Last 7 days -

MaTT

11 0 connected devica

Matt devices 11 disconnected devices

Dawices actity

Fecent rathe consumption

oG mEEages gerg TesIBg

0

SMS devices

Nead a device

Last 7 dlays
Deveces actway

#ic consmption

Uplnk messages | Downdink messages



My first steps
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Get a free account

Interne Orange

Create an API key

' API keys are used to authenticate
the customer's account on Live

Objects

Enter it in your object

' Use our device simulator on Android

|'!'| https://play.google.com/store/
apps/details?id=com.orange.lo
.assetdemo

Visualise your data in
Live Objects


https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

Orange Business Services Orange Partner

. Dashboard Devices Data Configur Simulation

o

ﬁ FranckChezOrange ~

Live Objects

Configuration » Apikeys

Account

Api keys

&
ﬁ Users
a,

i

Message bus

Firmwares

=)

Decoders

24

Api keys -6 apikeys

Name Active
App OAB

Jyse

Clé Campaign

separate

testflg

cle charly

Profile

Customized

Customized

Customized

Customized

Application

Customized

Last activity
35 minutes ago
19 hours ago

5 days ago

4 months ago
2 months ago

19 hours ago



Prototype B @ ﬁ FranckChezOrange ~

. Dashboard Dewvices Data Configuration Simulation

Configuration = Apikeys : Addan api key

& Account Add an api key

25

ﬁ Users

&, Apikeys

= Message bus
@ Firmwares

-l‘,'l-g Decoders

@ Information

Name

Description

Queues restriction

Valid from

Valid until

test

Child of MasterKey

required field

06/13/2018 9:56 AM

m

enter an end dam



... Create an API Key

Roles : check the technical doc for details

Use=r

API K=y

Bus access

Bus Configuration

Campaign

Data

Data Processing

Device

Device Acoess

Account

Kibana

U=ers management
Assign USER_R and USER_W rales

AP Keys management
Assign API_KEY_R and API_KEY_W rcles

Mes=zage Bus access using MOTT or HTTP
Assign BUE_R and BUE_W roles

Aouting K=ys and Meszage Jusues manage=ment
Assign BUS_CONFIG_A and BUS_CONFIG_W roles

Managment of massive opeations on a set of Devices
Assign CAMPAIGN_R and CAMPAIGMN_W roles

Collected Data Access
Assign DATA_R and DATA_W roles

Data Decoders and Events Processing management
Assign DATA_PROCESSING_R and DATA_PROCESEING_W roles

Dhevice management
Assign DEVICE_R and DEVICE_W roles

Davice mode MOTT access
Assign DEVICE_ACCESES rol=

Account configuration
Assign SETTINGE_A and SETTINGE_W roles

¥ibana accass
Assign KIBAMA_R role

Reading

Writing

4.4. Role

A Role can be attributed to an AFI key or user account. It defines the

priviledges of this user or API key on Live Objects.
Important Motice :

Some features are only available if you have

subscribed to the corresponding option, so you may have the proper
set on your user but no access to some features because these

features are not activated on your tenant account.

The currently available roles and their inclusion in Admin or User

profiles:

Role
Name

AP Key

AP Key

User

User

Settings

Settings

Device

Device

Device
Campaign

Device
Campaign

Technical value

APLKEY_R

APLKEY_W

USER_R

USER_W

SETTINGS_R

SETTINGS W

DEVICE R

DEVICE W

CAMPAIGN_R

CAMPAIGN_W

Admin
profile

User
profile

Priviledges

Read parameters and status
of an APT key,

Create, modify, disable an API
key.

Read parameters and status
of a user,

Create, modify, disable a user.

Read the tenant account
custom settings.

Create, modify tenant account
custom settings,

Read parameters and status
of a Device (aka Asset),

Create, modify, disable a
Device [aka Asset), send
command, modify config,
update ressource of a Device.

Read parameters and status
of a massive deployment
campaign on your Device
Fleet,

Create, modify a massive
deployment campaign on
your Device Fleet,




.. Copy/Paste the key, it will appear only once !

Api key generated

Here iz the api key value. Keep it in a safe place.

812481601c484a45b725792fcBecc18b | Copy to clipboard
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Dashboard Dewices Data Configuration Simulation

Live Objects

Configuration » Apikeys

o=

Account Apl keys -7 apikey

i

Users
Api keys
Name Active
Message bus
App OAB
Firmwares Jyse
Decoders EB T
separate
testflg
cle charly
test

Profile

Customized

Customized

Customized

Customized

Appliadtion

Customized

Application

Prototype g @ ﬁ FranckChezOrange ~

Last activity

34 minutes ago

19 hours ago

2 months ago
19 hours ago

a few seconds ago
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@ T .l 94%B 1619

- LO Asset :

Connection Profile

Server

Protocol

Credentials

Login Details
Client Id

Username

API Key

; No

==
77}
=

Information

Asset Id (IMEI)

Orange M2M Prod.

MQTT w/ SSL

json+device

353748069157615

o
-

Simulate




H
[
s
3
3

30



&= @ 7 .l 9%B16:20
- LO Asset

Connection Profile

Server Orange M2M Prod.
Protocol MQTT w/ SSL
Credentials

Login Details
Client Id android

Username json+device

API Key

A d04504440537438bbee:

Information

Asset Id (IMEI) 353748069157615

-
<3
-

Simulate
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= © 7 .al94%H16:20

- LO Asset :

Configuration

c Refresh: 2 second(s)

B Log level: Info

Telemery
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=l m © 7 .l 94xH 1620

- LO Asset

Configuration

c Refresh: 2 second(s)

B Log level: Info

Telemery




Orange Business Services Orange Partner

. Dashboard Devices Data GCGonfiguration Simulation @ ﬁ FranckChezOrange ~

Live Objects

Devices > Managed/MQTT
Managed/MQTT E|
ﬁ Devices All devices

Campaigns

0 selected device / § devices.
France

Last
Namespace Status contact
Name il Id ™ Group Tags i Path
Auto-created  android 357329073120059 Jf tagtest Online: afew secon  direct
device {mqgtt / ds ago

urmn:lo:nsid:an
droid:357328
073120059)
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Get a free account

Create an API key

! API keys are used for API to
authenticate the customer's
account on Live Objects

Enter it in your object

? Use our device simulator on Android

=

&. https://play.google.com/store/
apps/details?id=com.orange.lo

.assetdemo



https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

Datavisualization
Currently available

Inside Live Objects: list of all received payloads

.

Inside Live Objects: tool to analyze data and build simple &

Kibana advanced dashboards

Above Live Objects : easy graphical tool to prototype simple
dashboards and share them

Above Live Objects: easy graphical tool to create simple
dashboards and share them

Freeboard.io

Above Live Objects: easy graphical tool to build in drag and
drop simple or advanced dashboards

Above Live Objects: turnkey application developed by
integrator using Live Objects MQTT or REST APIs

36
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{ Portal Data tab

‘Orange Business Services  Orange Partner

. Tableau de bord Parc Données Configuration Simulation

Live Objects

Données

Stream o Source
De= A
Tags

Interface

78405 réponses c ﬁ

Date Source Stream Valeur Interface Tags

04/09/2018 17:55:54 urnclo:nsid:android:357:320073120050P  android3573200731200502 matt -
BIMARY @ LR

04/08/2018 17:54:45 urncloonsid:android:3657329073120059F  android35732 30731200532 matt -
RIMASY € BIMARY

04/09/2018 17:54:40 urmclo:nsid:android:367:329073120058F  android35732007312005032 mait -

BIMARY

RIMARY €



Kibana

. Dashboard Park Data Configuration Simulation Prototype [ BB @ ﬁ -

Go to the « Data » Live Objects
zone, click on Dats
Kibana button

0 hits Ope < >
I Add a filter #
1) N(? data : check S No results found ©
the time range | oy s oy sk o ety Part ook i verth placeand ranky. 1 s ol
(default last 15mn) s : .
| Available Fields ° xpand your time range
0 hits MNew Save Open Share CAuto-refresh € @ Last15minutes 3
2) AutO'refreSh Refresh Interval
option a :

38



Kibana

Kibana : small tricks that saves time 2/2

3) Still No data : it can be because of a new data model that has not been
indexed => Go to the settings and refresh the index

Management / Kibana |

Index Patterns Saved Objects Advanced Settings
Dscover [+ e oo paien

* lom-5948ee330cf29f87afa24127-* +» ENED
Vizualize 4 larm-594Bee330cI29ETala2d.
iSshkEse This page lists every field in the lom-5048ee330cf20f87afa24127-* index and the field's associated core type as recorded by Elasticsuanch Wikiln shis lie
o allows you to view the core type of each field, changing field types must be done using Elasticsearch's Mapping AP %
fields (296) scripted fields (D) source filters (0]
QL Filter All field ypes +
name type format a ager L] excluded @ controls
@ModelOAEDemoAppll.value. hygrometry number L L &
@ModelOABDemoAppl.value.revmin number Cd b Fa
MadelOABDemoAppDO.value temperature rumber v v s
@ModelUDPToMQTT.value. UDPData string s L #
EModelUDPToMQTT.value. UDPDataHex string s L #
@ModelUDPToMQTT . value. UDPDataStr =tring L L &
@Sample02value.DoorOpen boclean R « #
@Sampled2.value DoorOpenDuration number L L &
@Sample02value. Hygrometry number R « #
@Samplellvalue Speed number B L4 #
@Sample02value.engineOn boclean R « #
39 @Sampled2.value tempC number B v #
@Sample03.value.DoorOpen boclean R « #




Kibana : Build visualizations

& Search.. == -2af £ >
Flnams - Typs

[Fairparitco £ Lina

[Ftirparitnoz

[Flairparit-oz

Vizualize / New / Choose search source

From a New Search, Select Index Or, From a Saved Search

Data  Metrics & Axes  Panel Settings > B

Q Filter... 1of1 | Q SavedSearches Filter... 000f0  Manage saved.

metrics

| »

Name a Namea

lom-5942es330cf25fET afa241 27+ No matching saved searches found.

N

- =

@demo.value.temperature

ustom Label

Temperature

m
Tempersture

aAdvanced

Vertical Barh
an

o H-Axis nn

Date Histogram |;|

|;| tuab00 e v a0 saz00 5o oaszon

timestamp per 30 seconds




Kibana : Build visualizations

© 4000 10 5,000

5,000 to 6,000
Data  Options u - Split Slices o 1 n " ::::gi ::::2
metrics Sub Aggregation _— ::noln:ﬁn: 2,000
m!lu Size Count a |;| 60t 100
buckets @demo.value revnin . | .
. split Slices o 1 n Field !
Aggregation o
@demo.value. hyerometry -
Range |;|
Fram To

Field

@demao.value_revmin . o H 30 El n P
Fram To 30 H &0 H n From

0 < 2000 <

: 8w ¥ = o
o f w0 b @ Geeniss | ——
5000 H 2000 H n I - (Custom Label
ie chart
s000 E 10000 EH B

Add Range



My first steps... with SMS




SMS device inventory

Select “SMS” into the
device list

Orange Business Services Orange Partner

range] Dashboard Data GConfiguration Simulation Prototype @ ﬁ FranckChezOrange «

Live Objects

Devices » MEISDNs

SMS H + Add device

Managed/MQTT
LWM2M

@ Choose the 'SMS server - content decoder' couple for which to see declared MSISDNs.

Server phone number * Decoder

20259 - Ne decoder - c

Phone number of the device

33671278017

H N

43 Interne Orange




SMS

.

SMS device provisioning Use this fields to display the list
of devices based on their

ive Objects decoder type or server phone
Devices > MSISDNS number. At the beginning the list
isgempty

SMS IZI +Adc|deuine l

MSISDNs - iz msisan

& Choose the 'SMS server - content decoder' couple for whis!e 1l see declared MSISDNs.
Sarver phone number Decoder
20259 v | | No decoder v C
Phone number of the device

Clic here to start
- adding devices

NB: Live Objects uses XMS hub enabler to work with Orange Countries GSM networks.
4 memeo The « Server phone number » is the short code that the devices will use to send SMS.
This will have to be setup in the integration phase of Live Objects in the country




<« Choose the SMS server number

to be used by the device Choose a payload decoder. The list

(provisioned in the offer setting contains private decoder (created by

of the account) “=# the customer himself, or public
(available for all customers)

»  Add MSISDMs

LoRa LwmMzm SMS

Clic here to add the device. The
@ defice MSISDN provisioning for SMs service use button « Create » become clickable
Server phone number - when at least one device is added.
Clic on « create » to validate the
devices creation

20259

Decoder

No decoder

MSISDNs list -

Type the msisdn

of the device with . . . .
the international NB: Creation is made for all devices with the same Server number/decoder as

prefix (without specified. To create other devices with a different configuration (different decoder for
« + ») example) repeat the process from the previous slide.




SMS device provisioning

Live Objects

Devices » MSISDNs

Two devices created with
sus ] two different decoders.

Ready to communicate !
MSISDNS - 1 msisan

@ choose the 'SMS server - content decoder' couple for which to see declared MSISDNs.

server phone number © Decoder
20255 - No decoder -
Phone number of the device Live Ob]ects
Devices s MS3ISDNs
33508090902
SMS B + Add device
MSISDNS - 1 rsizan

@ choose the 'SMS server - content decoder' couple for which to see declared MSISDNS.

Server phone number * Decoder
20259 - arcusil - C
Phone number of the device
33607681808

46  Interne Orange B
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SMS device provisioning

Creating an SMS

]
Creating a new business settings of SMS Connector

POST v https:#/i h.reobjects..orange—businas.comfppi.’vﬂlsms- Params
connector/settings/business

Value

Body ®
® formdata @ x-www-form-urlencoded @ raw @ binary

{




Manage my device park




Manage my device park
Currently available

Send a command to open a door
Ask a tracker to give its GPS coordinates to get a precise
localisation

Update firmware of a device Update the firmware of a device

Manage actions on a fleet of devices

Go to “Use my data” chapter (& event processing)

Group management Organize my device fleet as a group hierarchy

49 Interne Orange



Data Configuration Simulation

Send commands and change configuration

Prototype

Live Objects

Park » MANAGED/MQTT » android / 3573209073120059

© identity

& stas

L3 Parameters

Commands

Firmwares

50

android / 357329073120059

© Identity

Name

Identifier

Tag=

Properties

Creation date

namespace: android / id: 3573200731200

urniloinsid droidi357329973128858

4 months ago

. Dashboard

Live Objects

Park »

o

Data Configuration Simulation

MANAGED/MQTT . android / 357320073120050 » Status

android / 357329073120059

Identity
Status
Status onling
Parameters
Last contact a minute ago
Commands
Infor
connection_start_time
Firmwares maqtt_timeout
maqtt_version
model
maqtt_username
version
api_key_id

Topic for parameters updates Pubsub/~00befd2eats0de35acd3fT 7o 8450

Topic for commands pubsuby~8f2206bc8c204d0b95ecf 16927 5e55ea

7757 bO087chdaB383becs 1hA2a58823

Topic for firmwares updates

Prototype

2017-11-06T18:24:03.214Z

20

SM-GI35F
json+devica
112

5a00a3c391fd996606501 cd2

L&)



Send commands and change configuration

- LO Asset

. Dashboard Park Data Configuration Simulation Prototype [ BB @ & - Configuration
Live Objects c Rafraichissement : 10 second(s)
Park » MANAGED/MQTT » android /357329073120059 » Register new command
B Niveau de log : Info
. android / 357329073120059
ﬂ Identity
Register new command Télémétrie Auto
& status
{3 Parameters Namezpecs e @ 107"
Id
Commands 357329073120059 o 24%
" Ewvent buzzed
Firm
@ Firmwares @ 388 rpm
Payload enter the command payload non base64 enc AZ EZEZA
Localisatiam, Zuto

Data {"key1":"\"string_valuel key2":"int_value2*}




tavenue

Also in LoRa device downlink data

Possibility to send a command

Data Configurstion Simulstion Prototype l? a -
Live Objects
Park » LoRa® » TOBIDESBAOOOO4AE » Drownlink
& g TOB3D5S9BA00004AE &
@ Identity Fram T
£ Upiink
Date Payload Statut Port
[ Downlink
0a/07/2017 1:58:18 PM o1 Sent H
08/04/2017 3:37-21 PM o1 Sent L
0711272017 7:10:43 PM oz Samt P 70B3D59BA00004AE &
0712017 7:53:50 PM o1 Sent
O icentity
0712017 7:53:38 PM o0 Sent
05/28/2017 5:02:38 PM &7 Semt S Uplink Rlegisernew command
Port *
- ;
I confirmed
Emter the dat in hexadecimal ©
o
- ¢ .
Confirmed means “received by
” H
5 network” not received by

UCVICC




. Dashboard Park Data Configuration Simulation

Live Objects

Park » MANAGED/MQTT » android 7 357329073120059

O 1dentity

@&  status

{3 Parameters

) commands

® Firmwares

android / 357329073120

@ Identity

Name

Identifizr

Tag=

Properties

Creation date

~Get the firmware Id :
53 « demo_splash_screen »

Update my device firmware

Datavenue

~Step into the device
prototype properties => Firmware

. Dashboard FPark Data Configuration Simulation Prototype

Live Objects

Park -

o

MANAGED/MQTT . android / 357320073120050 » Firmwares

Identity

Status

Parameters

[ commands

Firmwares

android / 367329073120059

w Firmwares

@ Cancel update o

Current Current Target Target Update
Firmware Id Last refresh version version date version version date status Actions
demo_splash_ser 11/07/2017 9:28:  v1.00 07/06/2017 3:03:43 - - @ Update
een 16 AM PM
o = 3

> Update histo




Update my device firmware

Datavenue

Step into Configuration/
. Dashboard Park Data GConf ation  Simulation Prototype E @ ﬁ- Firmware => Create

Live Objects

Configurstion » Firmwares

& Account Firmwares - 1o frmware

* Users o
[ —

& Apikeys Firmware Id Label Description Connector Creation date

ﬁ Message bus

n . Dashboard Park Data Configuration Simulation polotype BB O A -

@ Firmwares ) N
Live Objects
™ sMs Gonfigurstion » Firmwares > Add a new firmware
£ Decoders & Account Add a new firmware
S Users @ Information required

Firmweare Id demo_splash_screen

- Put the current firmware Id & pikess
- Choose the « http-updater » ST— . P ——
connector B Firmwares

54 ﬁ Decoders



Update my device firmware

Create a new firmware version 2/2

Dstavenue

Dashboard Park Data Simulation Prototype @ ﬁ -

Live Objects
Click « Add version » R
& Account Firmwares - 1 frmware
o S
czt Api keys Firmware Id Label Description Connector Creation date Last update

demo_splash_soreen hitp-updater afewsecondsage  afewsecondsago  + Addvepon

fm) Message bus

& Fimvares - Add a new version
™ sSMS
dema_splash_scraen Prototype [ @ ‘ -
£ Decoders Live Objects Version va
e Deszription Mew test version
& Account Firmware
Compatible versions enter the compatible old versions ex: v1, v2, v3
Enter the new version Id # e | ] o
- - Parcourir Kenny.png

Choose the file (it must be < 156Kb) =« -

=)

Firmwares
- B

55 ® SMs



- Come back to the Park/
targeted device/ Firmware
- Click « Update »

56

Update my device firmware

. Dashboard Park Data Configuration Simulation

Live Objects

Park »

o

MANAGED/MQTT » android / 357320073120059 » Firmwares

Identity

Status

Parameters

M Commands

Firmwares

android / 357329073120059

w Firmwares

Firmware Id Last refresh

demo_splash_scr 117072017 9:28:
een 16 AM

>

Update histo

Current
Version

vio

Current Target Target
version date version version date

O7/D6/2017 3:03:43
P

O Cancel update o

Update
status

Actions

20|z|



Update my device firmware

" Select the targeted version

! Set firmware's target version
|

Targ=t version e
. Dashboard Park Data Configuration Simulation Prototype @ ﬁ -
Cancel m Live Objects
Park » MANAGED/MOQTT » android / 357320073120059 » Firmwares
P android / 357329073120059
@&  status )
v Firmwares
The new version is O Paramets o
pendlng, Waltlng fOI’ the [ commands Current Current larget Target uUpdate
= = Firmware Id Last refresh version version date version version date status Actions:
device connection P - R N R
demo_splash_scr 117072017 9:28: vi1.0 07/06/2017 2:03:43 | V2 11152017 9:09:56  PENDING - 0% i Update
een 16 AM PM AM

K o [

57
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Campaign management

Orange Business Services Orange Pariner

. Dashboard Devices Data Conhiguration Simulation

©

ﬁ FranckChezOrange =

Live Objects

Devices » Campaigns
Managed/MQTT |Z|

ﬁ Devices Cam pﬂig ns

Campaigns

Scheduled Ongoing Completed

Greation date Name

2772018 6:37.00 PM My Campaign Android Franck upe

R

Progress

0/1

C

Failures

Ending date

07/20/2119 5:23:11 PM
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Orange Business Services

Data

Live Objects

Devices » Campaigns > Create » Target devices

Orange Pariner

Campaign management

Configuration Simulation Prototype ﬁ @ a FranckChezOrange ~

2. Operations 3. Planning

Select the target devices for this campaign by importing a CSV file

m ‘ B Download a sample

Fill the list of the
targeted devices
into a CSV file
and import it

‘ A2 - F= | urn:lo:nsid:android:357329073120059PRIMARY

I
A B c D E F

| 1 urn
2 urn:lo:nsid:android:357329073120059PRIMARY
| 3 urn:loinsid:android:3573290731200595ECONDARY
I
4



Create a MQTT Campaign

b
1. Target devices /} 2. Operations 3. Planning

Set the operation that will be performed during this campaign

Operation type * Update parameters

* required field

Parameters * D | updateRiate Value | ﬂ

&

® m

1. Target devices 3. Planning

Set the operation that will be performed during this campaign

Operation type * Send a command -

Event * buzzﬁr{

Data enter the parameter's label enter the parameter's value @
Payload enter the command payload basef4 encoded I

* required field

1. Target devices

Set the operation that will be performed during this campaign

* Operation type * Update a firmware
Firmware Id * demo_splash_screen -
Target version * V3

3. Planning

* required field

Cancel m
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2. Operations

Select a name and a processing date range for this campaign

* required field

Name * test 13 06
Start date * [ 2018/06/13 00 - 00
End date * [ 2018/06/14 00 - 00

B

Interne Orange

Live Objects

Devices > Campaigns

Managed/MQTT
{8 Deviess

B2 Campaigns

Campaigns

[ senecssea compietea|

Creation date Name

Progress

04/27/2018 6:37:00 PM My Campaign Android Franck up« ININEE———————S 0/1

06/13/2018 5:08:12 PM test 13 06 —— 02

c EEm

Failures  Ending date

07/20/2119 5:23:11 PM

08/14/2018 12:00:00 AM




Create a MQTT Campaign

B ovem i

test 13 06 - zencm- fumg (]

Live Objects

Devices > Campaigns

Managed/MQTT B
# Devices Campaigns
E ‘Campaigns
[sorec | R cormoet=d
Greation date Name Progress

04/27/2018 6:37:00 PM My Campaign Android Franck up EREm—— 0,

c DEmm=

Failures  Ending date

- 07/20/2119 5:23:11 PM

I 06/13/2018 5:08:12 PM  test 13 06 I (/2

- uﬁnalzmswz:nnmml/

62 Interne Orange
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Create a MQTT Campaign

POST {{httpHos=t}}/apifv0/deviceMgt/campaigns Params

Authorization Headers (3) Eody @ Pre-request Script Tests Code

form-data x-www-form-urlencoded  ® raw binary  |SON (applicationfjson) Vv

1-k
2 "description”: "A campaign that configures parameters, sends command or updates & resource”,
3 "name": "My Campaign Android Franck®,
4~ "operations": [
5.
6 "action™: "configure”,
T~ "definition": {
8~ "assetParameters": {
9~ "updateRate": {
10 "type": "INT32",
11 "valueInt32": 18
12 3
13 ¥
14 }
15 s
16~ { -
17 "action": "command",
18~ "definition": {
19 "event": "buzzer"
28 }
21 }
22 1,
23~ "planning”: {
"startDat "2918-81-18T@9:23:117",
25 "endDate": "2119-87-28T715:23:117"
26 Ts
27 - "targets




Create a MQTT Campaign : the result

"description”: "A campaign that configures parameters, sends command or updates a

Status: 201 Created Time: 97 ms.

Q Save Response

Body Cookies Headers (14) Test Results
Pretry Raw Preview JSON e |
[
2 "id "bcalce3e3f7145c0916c42d228232318",
3 "name": "My Campaign Android Franck",
4
5w "planning”: {
6 “startDate": "2818-81-13T@9:23:11Z",
7 “endDate": "2119-87-28T15:23:11Z"
8 Ia
9 "target": {
1@ - "idlist": [
1 "urn:lo:nsid:android:357329873120859"
12 1
13 Ta
14 - "operations”: [
15 -
16 "action": “"configure”,
17 = "definition": {
18 - "assetParameters": {
19 - "updateRate": {
20 "type": "INT3Z",
21 "valueInt32": 18
22 3
23 }
24 }
25 I
26~ {
27 "action": “"command®,
28 - "definition™: {
29 "event™: "buzzer”
30 }
31 H
32 1. <
33 "number0fTargets”: 1,
34~ "totalTargetsPerStatus”: {
35 "notStarted”: 1,
36 “pending”: @,
37 "success": @,
38 "failure": @
39 Ta P
48 "campaignStatus": "SCHEDULED", |
41 "created”: "2818-81-16T18:15:88.310Z",
42 "updated”: "2818-81-16T18:15:88.310Z"
CER|

64 " Tnterne OFange

SCHEDULED

The campaign has not yet started
RUNNING

The campaign is in progress
COMPLETE

The campaign is finished and all devices have properly been configured
INCOMPLETE

The campaign is finished but some devices could not be configured
SERVER_ERROR

An internal error occured in the platform and the campaign could not be completed




Create a MQTT Campaign : Update - add firmware

update

PATCH hrtps:/fliveobjects.orange-business.com/apifvi/deviceMgt/icampaigi/bcalce3e3f7145c0016c4ed228232310
Authorization Headers (4) Body @ Pre-request Script Tests
form-data x-wwww-form-urlencoded % raw binary  JSON (applicationfjson) Vv
1- {
2 "description™: "A campaign that configures parameters, sends command or updates a resource”,
3 "name": "My Campaign Android Franck updated”,
4~ "operations": [ 211
3~ i 22+
[ "action™: "configure”, 23
7= "definition": { 24 -
8- "assetParameters™: { 25
9~ "updateRate": { 26
18 "type": "INT32", =
11 "walueInt32": 3
28
12 T
13 } 29
o 3 I8
15 L i
16+ T 32
17 "action”: "command", 33
18 - "definition": { 3
19 "event": “"buzzer" 35
28 3 36 -
21 T 37
38
65 Interne Orange e

e

"action™: "resource",

"definition": {
“resourceld”: "demo_splash_screen™,
“targetVersion":"V5",
“sourceVersion":"y4"

1,

"planning™: {
"startDate": "2015-81-18T89:23:112",
"endDate": "2119-87-28T15:23:11zZ"

Ia
"targets": {
"idlist": [
"urn:lo:nsid:android: 357320673128859"
]
¥




Managed/MQTT

{8} Devices
Campaigns

All devices
Parnis
~ Romania

Bucarest

Create new groups into the tree

Services  Orange Partner

Data Configuration Simulation

Live Objects

Devices > Managed/MQTT » france

T m France

AdA filtars
I'} Add subgroup

1 device,
, Edit
M oelete
- Namespace
Name - dv Group
Auto-created dev android 000000000000000  _/paris

ice (matt / urnle:
nsid:android:000
000000000000}

Tags

Organize my device fleet as a group hierarchy

Manage a hierarchical device tree with the portal

EN~

Prototype ¢ J FranckGhezOrange ~

~ Move devices into the tree

Move selection to

Destination | helact agroup

root
france
paris
romania

66




Organize my device fleet as a group hierarchy

2 Sets of API to manage Groups and device assignment

\ You can create/update/delete/list groups \

Device management - Groups - V1 : Group management Show/Hide | List Operstions | Expand Operations
cal  (apifv1/deviceMgt/groups List registered groups
fapifvl/deviceMgt/groups Creste a new group
fapiivi/deviceMgt/groups/{groupld} Delete a specific group

a3 /apifvl/deviceMgt/groups/{groupld} Get a specific group
fapifvl/deviceMgt/groups/{groupld} Update group inventory

\ You can assign groups to the devices

Device management - Inventory - V1 : Devices inventory Show/Hide | List Operations | Expand Operations
lapifviideviceMgt/devices List registered devices status

vl /apifvlideviceMgt/devices Create a new device into the device manager
walaid  /apifvl/deviceMgtidevicesideviceld} Drelete 3 device
Japifv 1 ideviceMgtidevices/deviceld) el

67

ol fapitvl/deviceMgt/devicesi{deviceld} Update a device




Use my data




Use my data
Currently available

Retrieve my data in a business application using MQTT or

o] Rest via queues (FIFO)

Create or use decoders to structure and index LoRa object

Decoders

data

Data management Perfo_rm Complex Queries (Bl) on my indexed data with
Elastic Search

Create rules for triggering alerts on object data sent to the

business application

Live Objects or the business application can send SMS,
email or push Http notifications following an event

Create alarms on unexpected device behavior
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The Fifo

Benefit : it guarantees that the messages are delivery to the Application. Messages are stored in a
queue on disk until consumed and acknowledged

1) Create the Fifo
2) Create links between routes and the Fifo

The Fifo don’t replicate the messages for each consumer : if 2 Business applications
consume the same Fifo, each of them will share a random distribution of the messages




Fifo

Orange Business Services Orange Partner

. Dashboard Devices Data Configuration Simulation Prototype ﬂ @ ﬁ FranckChezOrange ~

Live Objects

Configuration » Message bus

& Account Message bus

FIFO queues Routing keys

* Users

Q Api keys

= Message bus

FIFO Message ready Message unacked # of consumers Max size Used %
@ Firmwares
testFifo 16974 0 0 10 Mbytes
(T56402E by {0 byt
-lﬁ Decoders ' = S

H © [

Ny=



Fifo

Orange Business Services Orange Pariner

. Dashboard Devices Data Configuration Simulation @ a FranckChezOrange ~

Live Objects

Configuration > Message bus

& Account Message bus
@ Users
FIFO queues Routing keys
Q, Apikeys
= Message bus
FIFO Message ready Message unacked # of consumers Max size Used %
@ Firmwares
testFifo 16974 o] V] 10 Mbytes
7564028 bytes) 0 byt
{ﬁ Decoders ! = e
testFifo2 o] o] V] 10 Mbytes
(0 bytes) 10 bytes)

o - 1]



Restrict an API Key to a Fifo

erange” Dashboard Devices Data Simulation Prototype @ t.l FranckGhezOrange ~

Configuration » Apikeys » testfig

Goal : Provide to & Aocoun testflg

3rd parties an API B e = Rogenerse | [ Disate | [~ Detete]
Key With a Q. ASiReVE i Information
restricted access W Message bus

Name testiig #
Firmwares Status @& Enabled
Description Child of Masterkey #
Value The api key value is hidden for security reasons

Creation 04/25/2018 10:42:13 AM {2 months aga)
04/25/2018 10:42:13 AM {2 maonths aga)

Queues restric Lsnter queues to be used for restriction v 8 0

testFifo
Valid from
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1 Decoders

Result
1
Payload to be decoded "lightsensor™: 18,
"leds": 58,

123220

"temp": 32

}

= Bitper bit decoding ®  Byte per byte decoding ®  For devices with complex
behavior
B Bit per bit decoding
. . . B For devices with variable
B Depending on the device behavior payloads
B For devices with variable payload ® JS decoders must be qualified
4 B Customers can develop their own decoder only by Live Objects team



Decoders created by
the users

Decoders published
by Orange cannot be
modified

Decoders

Orange Business Services Orange Pariner

. Dashboard Devices Data G uration  Simulation

Live Objects

Configuration » Decoders

& Account Decoders -«

E Users

Select a decoder type

A, Apikeys
Name
W Message bus
LoRaDemonstrator
B Firmwares LoRaDemenstratorTemp
Starterkit

27 Decoders

sagemcom_siconia_v0
StarterKitLight
LoRaMoteVd

StarterKitLightv2

ercogener_eg1114 _v1.0
meitrack_t355_v1.0
ascoel_irB68Ir_v1.0
adeunis_arf&180ba_v1.0

atim_acw_th_v1.0

Type

Parameterized (Binary)

Parameterized (Binary)

Parameterized (Binary)

Parameterized (Binary)

Parameterized (Binary)

Parameterized (Binary)

Parameterized (Binary)

Predefined (Script)

Predefined (Script)

Predefined (Script)

Predefined (Script)

Predefined {Script)

Model

LoRaMotevD

model_ercegener_1114_v1

model_meitrack_t355_v1

model_ascoel_ir868Ir_v1

model_adeunis_art8180ba_v1

model_atim_acw_th_v1

]

France =

EN

ZZ7 Equipe LOM ~

State

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

(&4

Visibility
Private
Private
Private
Private
Private
Private

Private

Public
Public
Public
Public

Public
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Decoders

Orange Business Services  Orange Pariner

. Dashboard Devices Data C iguration  Simulation

Live Objects

Configuration » Decoders

& Account Decoders -«

ﬁ Users

Select a decoder type

Q. Api keys
Name
== Message bus
LoRaDemonstrator
@ Fimuwares LoRaDemonstratorTemp
£ Decoders Starterkit

sagemcom_siconia_v0

StarterkitLight

LoRaMotevD

StarterkitLightv2

Type

Parameterized (Binary)
Parameterized (Binary)
Parameterized (Binary)
Parameterized (Binary)
Parameterized (Binary)
Parameterized (Binary)

Parameterized (Binary)

Model

LoRaMoteVD

ZZ7 Equipe LOM ~

{mEm)c

State

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Visibility
Private
Private
Private
Private
Private
Private

Private



Decoders

Datavenue

. Dashboard Park Data Configuration Simulation Prototype @ ﬁ_

Example based on a 3 Bytes payload :
38AAFF

Live Objects

Gonfiguration » Decoders » Add a decoder

to be structured into a 4 fields & s Add a decoder
bit:3 teSt3; B Users @ Decoder information required §# Decoder test
bit:5 tests; o s Encading Payload to be decoded
prkers TestFranck3 3BAAFF
byte pressure; &) viesssge bue
byte temperature; P Binary [2] .
and to be presented following this 2 Decoders e

bit:5 tests;

teqplate oyte preseur:

byte temperatirs;
"networkStat":{{test3}},

"batStat":{{test5}}, -
{
"pressure":"{{#math}}{{pressure}}+100{{/math}} Pa", oSl st
"temperature" : b
“temperature” - "{{#math}} il

"{#math}{{temperature}}/10{{/math}} celsius"
} [ cancel
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| Data management

. Dashboard Park Data Configuration Simulation

Live Objects

@ rao

BE Developer guide
BE User guide

{ } Swagger

() SDK & code samples
g Postman

B Tutorials

Q sbout

Data management data search

m Japifvl/datal/search

Japitvlidata/zearch/hits

Data management data store
E Japitvlidatalstreams/{streamid}

Japitvlidatalstreams/{streamid}

Prototype E @ ﬁ -




| Datamanagement

Retreive time series data

Data management data store : AFls to store and retrieve data Srowrics | Lt Cowstiom | G Cpwsioa
) vocsasremsisma SIS —
Implementation Notes M

=

SDK & code samples.
o Resiriciad 30 AP kays Wi af bast one of the Sollowing roles : DATA_R.

) =ostman Fiesponse Class (Stats 200)
cil

5 Reguest URL

B Tutorizs ois Exmezie Veie https://livesbjects orange-business . com/api/vB/ dats/streams/ android3573208731200593 Limie=180
. =

[i Q= i Response Body

[ ] »

[
i
"id": "5822299c7434351F5518ecd”,
"stresmld”: "android357320873120859",

L9 "timestamp®: "2817-11-87T21:16:00.3617",
"loeation”: {
Resporse Comen: Type 2ooil@tonison

- "lat": 48.872815,
Faramsters "lon": 2.348264
Swraraar e Demorgtion Fwwrew Tips  OmaTioe I
e lanaroidas73z907 3120059 St o ks Sw s pen e "model”: "Model0ABDemalppde” ,
o “value™: {
timit [1oa ] o i of ot  rtm, oy [ “revmin®: 4437,
[ —— “hygrometry”: 47,
“temperature”: 12
Elowiange Provide moltiple voloss in new lines. | (e cats whes bmestarg @ n . Armizrng)
trreaciange (it be 153 b
rarmt | Tmarge. tags™: [
Dt [ S g oo
o| e, v QAEDemadep.

v i o "metadata™: {

JRp——

[e—— o e et et e G =g Response Code
-
RS ——
ocument i 288

HAPTEY h el BV oy e ®g

e
Try it oul

curl -X GET --header 'Accept: application/json' --header 'X-API-
79  Interne Orange KEY: XXXXXXXXXXXXXXXXXKXXXXxxxXxx' 'https://liveobjects.orange-
business.com/api/v0/data/streams/android357329073120059?1imit=100"
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Retreive time series data

¢ Retrieve data from the streamid

GET

Authaorization

Ky

HeAPI-KEY

Body

i

LCRLUN
14

ESwaounnn
.

SERELRE
4

Cookies

1

hups:/fiveabjects.orange-business.com/apifvifdaza/streams/android 3573290731 20055 Mmic=100

Headers {1] P‘rr-reques:.ﬂ-crlp‘t Tests
Walu

Headers {15) Test Results

Preview JSON % =

mig®: "Se0i2299cT4ad051f5518eca",
“streamld®: “androiddSTIZSOTIII0NNG",
“timestomp™: "2017-11-87T21:16:09.8612",
“location=: {

“lat": 48.871015,

"lon®: 1.348164
.
“model™: “HodelOAEDemcappdd-,
“value™i {

"revein®: 4437,

"hygrosstry": 47,

“temperature”: 12

“tage=: [
"OABDeSsARD . DO

SEatusz 200 0K

Examples (0] =

Save ~

Tirmes 2226 Mt




Configure matching and firing Get events
rules
Edit event rule
Name : Too hot
Too hot ALWAYS

Data: Temperature E|
Operator : Higher E| I :E

3 History
Value : 25 - g’

3 Sun, 12 Nov 2017 18:20:15 GMT
Event Type : ALWAYS E| 8

Font Lafayette

Notification : [E] Activate : -— Select a notification rule — e ——

;Pﬁﬁtﬁfﬁf@ﬂ sun, 12 Nov 2017 18:19:54 GMT

B

Pont Lafayette

Event process = 1 matching & 1 firing rule

Matching rule Define when the event occurs

- Firing rule Frequency function (firing rule) which defines when “event must be sent
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.

Create a Matching Rule

POST v

Authorization Headers (2) Body @

Key
= B K-API-KEY

Content-Type

Pre-request Script

Value

Tests

R S R e R S K,

application/json

Create the rule

“hygrometry < 20 and
temperature > 20”

Interne Orange

1=

POST v

Authorization

form-data

Description

e Bulk Edit

“dataPredicate”:

{
"and”:

{

T
"enabled™: true,
"name”: "xx Test

Headers (2)

hitps://livecbjects.orange-busi O

https:/fliveobjects.orange-business.com/apifvl/eventprocessing/matching-rule Params m Save v

Code

Presetz ¥

x

Tepr ing/matching-rule

Body @

Pre-request Script

xwww-form-urlencoded  ® raw binary

var®: “value.hygrometry®

"wvar”: “value.temperature”

hygro ¢ 2@ 8& temp > 28"

Tests

JSON (spplication/json)

Params

Send

Y

Code




Create a Matching Rule : the response

Body Cookies Headers (14) Test Results Status: 201 Created  Time: 176 ms

Pretoy Raw Preview JSON = Q Save Response

=k

2 "id": "Baca54cl-674b-44c5-BdaB-a9686686d2d2",
3 "name": "xx Test hygro < 28 && temp > 20",

4 "enabled": true,

5w "dataPredicate™: {

[ "and": [

7~ {

8~ metr [

18 "war": "wvalue.hygrometry"

18 "war": "value.temperature"

83 Interne Orange
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Retreive the list of Matching Rules

GET v https://liveobjects.orange-business.com/api/vl/eventprocessing/matching-rule Erams m Save ¥
Authorization Headers (2) Pre-request Script Tests Code
Key Value Description LT Bulk Edit Presets v
= Rl X-APIKEY HIOCOOOCOOOOOOOOOOONO000 X

Content-Type application/json

JSON v S

Pretty Raw Preview

L=
2~ i
3 "id": "@aca54cl-674b-44c5-8da8-a%6a6686d2d2",
4 "name”: "xx Test hygro < 28 &% temp > 207,
5 "enabled": true,
6 “dataPredicate": {
T~ "and": [
8~ { -
9~ mem |l
10 - {
11 "wvar": "value.hygrometry”
12 ¥s
13 29
14 1l
15 ¥s
16+ {
17 - "L
18+ {
19 "wvar": "value.temperature"
28 ¥s
21 29
22 1
23 ¥
24 ]
Interne Orange 25 ¥
26 ¥
27 1

Params

oQ

Save Response




Delete a Matching Rule

DELETE https://liveobjects.orange-business.com/apifvl/eventprocessing/matching-rulg/Uaca >4

Authorization Headers (2) Body @ Pre-request Script Tests Codp
Key Value Description see Bulk Edit Presets |
K-API-KEY OO OCCONNOON000K

Put the Matching rule Id into the request

85 Interne Orange
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Create a Firing Rule

POST v https://liveobjects.orange-business.com/api/vlfeventprocessing/firing-rule Params m Save ¥
Authorization Headers (2) Body @ Pre-request Script Tests Code
Key Value Description ses  BulkEdit Presets v
= Ed X-API-KEY WO R OO IO K K] b4
Content-Type application/json Params m Save

Puthorization Headers (2) Body @ Pre-request Script Tests Code

The Firing rule will trigger the
events

This Firing rule will ALWAYS
trigger the previously create
Matching rule

') form-data x-www-form-urlencoded ® ow binary  JSON (application/json)

4
-

"name": "testFRBStreamSampled2”,
"enabled”: true,
"matchingRulelds": |"@aca54cl-674b-44c5-8daB-a96a6686d2d2"
"aggregationkgygsn QEtE

"firingType™:f "ALWAYS™

[ RN T R R
o

Firing rules type = frequency function which defines when "fired events" must be generated

ONCE Once only, firing guard must be removed to reactivate the rule
ALWAYS Each time the match occurs

SLEEP Once only, then wait the sleep duration to automaticaly reactivate the rule



Create a Firing Rule : the response

Body Cookies Headers (14) Test Results

Pretry Raw Preview JSOM 5

1=k

2 "id": "bc54b53@-382c-4324-8cac-Bcff8377276d",
3 "name": "testFROStreamSampled2",

4 "enabled": true,

5 "matchingRulelds™: [

[ "BacaS4cl-674b-44c5-8dad-a960ab686d2d2"
7 1.

8~ "aggregationkeys": [

9 "metadata.source”

18 1,

11 "firingType": "ALWAYS"

12 3

87 Interne Orange

Status: 201 Created

O Q

Time: 155 ms

Save Response
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Retreive the list of Firing Rules

GET v httpsi//liveobjects.orange-business.com/apifvl/eventprocessing/firing-rule Params m Save Vv
Authorization Headers (2) Pre-request Script Tests Code
Key Value Description #++  Bulk Edit Presets v
X-API-KEY HOOOOOOOOCOOGGONODONNONE
Content-Typs application/jsan —————————

GET v https://liveobjects.orange-business.com/api/vl/eventprocessing/firing-rule Params m Save Vv

Authorization Headers (2) Pre-request Script Tests Code
Key Value Description sss  BulkEdit Presets v
H-API-KEY 29693915fac54fbaB5ab46def7b0cd2a
Content-Type application/json
Body Cockies Headers (14) Test Results Status: 2000K  Time: 123 ms

Pretty Raw Preview JSON v 5 Q Save Response

-1

2~ {
3 "id": "bc54b538-302c-4324-8cac-8cffBE3772704d",
4 "name”: "testFR@StreamSampled2”,
5 “"enabled”: true,
6 "matchingRulelds": [
7 "QacaS4cl-674b-44c5-8dab-a96a6686d2d2"
8 1,
9 "aggregationkeys": [

18 "metadata.source”

11 1,

88 Interne Orange 12 "firingType": "ALWAYS™
13 ¥

14 ]




Event fired :

- type of firing rule : ALWAYS
hygrometry < 80 and
temperature > 20

Event Processing : Test it !

Subscribe to : route/~event/v1/data/eventprocessing/fired

@

router/~event/v1/data/eventprocessing/fired

router/~event/v1/data/eventprocessing/fired

26-01-2018 18:57:55.68275983

A temperatu
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Managing a Firing Guard : update the firing rule to
the firing type « ONCE »

PUT v https:/fliveobjects.orange-business.com/api/vl/eventprocessing/firing-rule{b87800ce-16f8-4b37-a723-/8d23635ab10 Params m Save

Authorization Headers (2) Body @ Pre-request Script Tests Code
form-data x-www-Torm-urlencoded L binary JSON (application/json)
e ¢ Set the firing type to
2 "azggregationkeys": [ 73 T}
3 "metadata.source” ONCE
4 1,
5 "enabled™: true,
[ "firingType™: "ONCE",
7 "id": "hE7908ce-16F8-4b37-5723-78d23635ab1a",
8- "matchingRulelds™: [
9 "31826629-94a5-410c-ad6d-4c281ced7338"
1 | |1,
11 "name": "Test hygro < 30 && temp > 2@"
12 3

90 Interne Orange
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Managing a Firing Guard : get the list of firing guards
The request

POST v https://liveobjects.orange-business.com/api/vl/eventprocessing/firing-guard/search
Authorization Headers (3) Body @ Pre-request Script Tests
D form-data O xwww-form-urlencoded  ® raw O binary  JSOM (application/fjson)
1= {
2 "firingRuleId" " - - - -
3 "selectionCriteria™: [
4-
5 "keyPath":"data.streamId”,
6 "value™: "android357329873128059"
7 ¥
8 1
9
10 3

s

Interne Orange



Managing a Firing Guard : get the list of firing guards
the response

Firing guard Id

Matching rule
Last triggered value

2- 1
3 "id": "b87988ce-168-4b37-a723-78d23635ab18-9483139ba%5135570=32ee7247h1459"
4 “firingRuleld”: "b&79B8ce-1e6f8-4b37-a723-/8d23635abl18", 34 - Gatat: {
g ::te:a:FId;: :5iign.ze338c-F29FB?aFa2412?", "streamId”: "android357329073120059",
7v ma ﬁtlng :;di. '-5923 230cf20F5T7aFR24127" 36 "timestamp”: "2018-83-14T12:25:28.689Z",
8 "t?nan " E? _farn-')i-a Fel] - S "location’: {
" 25 38 "lat"™: 45.76756,
9~ matchingRule": { 39 "lon™: 4.83636
18 "id": "31826629-94a5-4108c-ad6d-4c201ce47330", 20 '
%i "namE].d'::(xtTESt hygro < 8@ &8 temp > 28", a1 "model”: “demo®,
- “an Pe d.' EUE: 42 - "walue": {
14. & ? r::ca e": { 43 "hygrometry”: 9,
e - and": [ 44 "revmin": 8768,
- i a5 “temperature”: 115
16 LPEN| e 5
- C s et nygronety a7- "retadata”: {
- vartL Walus.hygromstry a8 "source”: "urn:lo:nsid:android:3573298731280859",
I, 49 "connector™: "mgtt”
28 aa 58 }
21 1 51 H
22 Is 52 b
23 { 53 - "guardCriteria™: [
24~ "t [ 54 - 1
igv 1 oot et urer 55 “keyPath": "metadata.source”,
= vart: “value.temperature 56 "value": "urn:lo:nsid:android:357329973120059"
¥s 57 }
28 B 58 1
s
§g R 1 59 “created”: "20818-83-14T12:25:28.625I"
(]
31 1 !
32 3

33 I,
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Put the Firing guard Id into the

0|V L

Delete the Firing Guard

DELETE v

Authorization Headers (3)
Key

Accept

Content-Type

H-API-KEY

Body

https:/fliveobjects.orange-business.com/apifvlfeventprocessing/firing-gua

Pre-request Script

i/bB7000ce-16f8-4b37-a723-78d23635ab.

Tests

Value Description

applicationfjson
application/json

HX-APLKEYY}

Code

+++  BulkEdit Presets ¥

’ The event will trigger « ONCE » again

Interne Orange
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Delete a Firing Rule

DELETE https://liveobjects.orange-business.com/apifvl/eventprocessing/firing-rulelggs4b330-307 4324805 - Bcffa377276 ) Params m Save v

Authorization Headers (2) Body @ Pre-request Script Tests Code
Key Value Description #s¢  BulkEdit Presets v
X-API-KEY IO OGO K OOCXCO0E

Put the Firing rule Id into the

94 Interne Orange
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State Processing : create a rule

» Create a new StateProcessingRule Examples (0] »
POST v https:/{liveobjects.orange-business.com/apifvl/eventprocessing/stateprocessing-rule Params m Save ¥
Authorization Headers (3) Body @ Pre-request Script Tests Cade
form-data x-www-form-urlencoded L binary  JSON (application/json) v
1~ {
2 "name": "temperature state rule",
3 "enabled": true,
4 "stateKeyPath": "streamId”, ‘
S+ "stateFunction": {
[ X4 "if: [{ POST rpaiili j ge-busi i e ing i ing-rub Params Save
T memy [f
g - "vart: "value.temperature” Precy Raw Preview | JON v I O Q  saveResponse
£
10 81 17 g
11 } 2 "id=: "3c6184c4-0643-4106- BF4F-TRFOSTT1e409",
+ 3 “rame”: “temperature state rule”,
12 "cold”, H “enabled®: true,
S+ "stateF, tion": {
153~ { 6 : a':fr?:[mn
14 ~ "<y [{ i {
15 "yar": "value.temperaturs” g: : ’{L
"var®: "value.temperature”
1
@
]
'Eold',
" [
{
"var®: "value.temperature”
1
[

Set 3 temperature ranges : -

1

L
“stateKeyPath™: “streamlc”

- Cold : temperature is below 0 degree
- Normal : if temperature is between 0 and 60 degree€
- Hot : temperature is higher than 60 degree

i

(*) Same header as Matching rules



.

State Processing : list rules

GET + htps://liveobjects.orange-business.com/apifvlfeventprocessing/stateprocessing-rule
Pretty Raw Preview JSON ==
=]
2= {
3 "id": "3c6184c4-d64a-41B6-BFAF-TOFd5771e499",
4 "name”: "temperature state rule”,
5 "enabled": true,
6~ "stateFunction™: {
7~ "iftr [
8~ 1
9~ "etn [
18 - {
11 "war": "value.temperature"
12 Iy
13 2
14 1
15 Y
16 "cold",
17 - {
18~ "etn [
19 - {
29 "war": "value.temperature"
21 Ia
2 &8
23 1
24 T
25 "normal®,
26 "hot™
27 ]
25 Is
29 "stateKeyPath": "streamId"
96  Interne Orange = ¥
31 1

(*) Same header as Matching rules



State Processing : Test it !

Subscribe to :
@‘G CVCILIUAVAIZUALAZCVCILIIPDLOCCS ﬂl"g > Ll LC( 'n_iJ"L;L?

State changed from normal router/~eventfv1/data/eventprocessing/statechange .

g QoS0

to COId’ fOIIOW|ng the new router/~event/v1/data/eventprocessing/statechange 2

temperature value (-11) Qeso
router/~event,/vl/data/eventprocessing/statechange

1

26-01-2018 18:52:10.67930023 Qo5 0

: "hot
allcdr®
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Notifications

Send email and SMS notification

POST v htps:/fliveobjects.orange-business.com/apif0/contact

Farems m Save N

Authorization Headers (3) Body @ Pre-request Script Tests Code
form-data s-www-form-urlencoded ® v binary  JSOM (applicationfjson)
1-f
2 "contact":
3v {
4 "to": [
5 "franck.lelong@orange.com”, "fra,lelongggmail.com”
6 1s
7~ <
8 "franck.lelong@orange.fr" |
9 1.
18 ~ "eeit: [
E ; “franck.lelong@live.com” POST v https:/fliveobjects.orange-business.com/api/vl/contact Params Save Vv
13 1s
14 - "message":
15 "title ello”, Authorization Headers (3) Body @ Pre-request Script Tests Code
16 "conten "Hello World !
17 H
1B 3 form-dara x-www-form-urlencoded  '® raw binary  JSON (applicationfjson) Vv
19 -
| 1
2= {
3 "contact":
Body Cookies Headers (13) Test Results a- {
5~ "phoneNumbers"”: [
6 "+33671278017"
7 ]
8 Fa
9 - "message": {
18 "content™: "Hello World !™
11 ¥
12 |}
13

98 Interne Orange

Body Cookies Headers (13) Test Results

Status: 2000K  Time: 68 ms




Event to Action

Link actions to events

When Live Objects detects an event, it sends
notifications without depending on another
business application. Events works quickly and
even if the business application is down.

Event to Action - Provisioning : Action policies management on event

Show/Hide | ListOperations  Expand Operations

3l /apiiv0/event2action/actionPolicies List action policies
fapiv0/event2action/actionPolicies Create a new action policy
/apiivD/event2action/actionPolicies/{policyld} delete an action policy

3l /apiiv0/event2action/actionPolicies/{policyld} retrieve an action policy
/apifv0fevent2action/actionPolicies/{policyld} Save or update an action policy

99 Interne Orange



Event to Action

Create a new Action Policy to send Mail & SMS

Content-Type

H-API-KEY

POST v https://liveobjects.orange-business.com/apifvl/event2action/actionPolicies Params m Save v
Authorization Headers (3) Eody @ Pre-request Script Tests Code
Key Value Description sss  BulkEdit Presets v
Accept application/json

application/json

liveobjects-notfication-noreply <notilus-nbox@contact-everyone. >
(¥ LELONG Franck IMT TECHNO

Hygro < 80 && Temp > 20

Firing rule Id
containing a
matching rule that

triggers when Hygro
< 80 and Temp > 20

Actions :
- send mails with

HTML layout
send SMS

{{matchingContext.data.location}} <br/> Temperature {{matchingContext.data

{{matchingContext.data.location}}, temperature {{matchingContext.data.value

ﬁ* POST + https:/{liveobjects.orange-business.com/apifvl/event2action/actionPolicies
Authorization Headers (3) Body @ Pre-request Script Tests
form-data x-www-form-urlencoded ® raw binary JSON (applicationfjson)
1- {
"name”: "Test EventToAction app Android”,
3 d": true,
4= "triggerss
5 "eventRulelds™ ["bB?QGBce-lﬁfB—4b3?-a?23-?8d236353b19"1
& s
7 "actions": {
8 “emails™: [{"cc”: ["franck.lelong@orange.fr"], "cci": [], "to": ["franck.lelong@orange.com"],
9 "subjectTemplate": "Hygro < 8@ &% Temp > 28",
1@ “contentTemplate”: "seuil dépassé. <br/» Localisation GPS :
.value.temperature}} <br/> Hygrometry {{matchingContext.data.value.hygrometry}}"
1 HE
12 ~ "sms": [{
13 "destinationPhoneNumbers™: ["+33687681888"],
14 "contentTemplate”: "seuil dépassé. Localisation GPS :
.temperature}}”
15 31
16 ¥
17 }
18

seuil dépassé.

Localisation GPS : {lat=45.76059, lon=4.83782}
Temperature 63
Hygrometry 20

Code




Toggle the rule

Event to Action

Change rules, receivers...The

activation : true/false Mail/SMS bodies - ex: add a
google map

PUT v

Authorization

https://liveobjects.orange-business.com/apifvl/event2action/actionPolicies/f3a1f839-31fc-4f80-a7d2-f1... Params m Save

Code

Headers (3) Body @ Pre-request Script Tests

form-data *-www-form-urlencoded L binary JSON (application/json) Vv

1~ {

2 skg/ction app Android updated”,

3

4

5 "eventRulelds": ["b87988ce-16+8-4b37-a723-78d23635ab18"]

6 b

7~ "actions": {

8 "emails": [{"cc": ["franck.lelong@orange.fr"], "cci": [], "to": [“franck.lelongg@orange.com”],

9 "subjectTemplate": "Hygro < 8@ && Temp > 20",

18 "contentTemplate": "Threshold exceeded. <br/> - Temperature: {{matchimgContext.data.value.temperature}} <br/> - Hygrometry:
{{matchingContext.data.value.hygrometry}} <br/> <br/> - GPS Location: {{matchingContext.data.location}} <br/> <img width=\"3@2\"
src=\"https://maps.googleapis.com/maps/apisstaticmap?center={{matchingContext.data.location.lat}},{{matchingContext.data.location
.lon}}&zoom=18&size=300x300&markers=color:red¥7Clabel : A%7C{{matchingContext.data.location.lat}}, {{matchingContext.data.location
.lon}}\"> <br/> <p> https://www.google.fr/maps/@{{matchingContext.data.location.lat}},{{matchingContext.data.location.lon}},13z
<fp»"

11 .

12 - "sms": [{

13 "destinationPhoneNumbers": ["+33676767745"],

14 "contentTemplate™: "Seuil dépassé Hygro < 88 &% Temp > 28"

15 1

16 ¥

Update an Action Policy : make a more complex mail

liveobjects-notification-noreply <notius-inbox@contact-everyone. fr>
5 LELONG Franck IMT TECHNO

Hygro < 80 && Temp > 20

Threshold exceeded.
- Temperature: 63
- Hygrometry- 20

- GPS Location: {lat=45.76059, lon=4 83782}

Costumne Store
FET,

Supermarket
U Express

Quai Julesg COUr”‘b

Google Wap data €2018 Google

hitps /iwww gooale frimaps/@45.76059 4 8378213z




Event to Action

Make a Push http for all the coming data

Use case : push all the coming data to the @LiveObjectsBot account
Solution : use the IFTTT Webhooks

102

Interne Orang

‘;3.3 ]

If maker Event
“"test”, then
post a tweet
to
@LiveObjects
Bot

by ) franckielong

Event Name

test

The name of the event, like
"button_pressed" or "front_door_opened"”

, Post a tweet

This Action will post a new tweet to
your Twitter account. NOTE: Please
adhere to Twitter's Rules and Terms
of Service.

Tweet text

2708 EventName
EVTERT ] Valuel B
Temperature : [{ZTYD.
DEIELEE Value3 |
LA OccurredAt |

Add ingredient

Orange F X 81 84501201
| Q Q 8
Q ! Q =<3
LiveObjectsBot00 @LiveObje.. 19h
. Event “test” - Device
& android357329073120059,
Temperature : 78, Hygrometry : 55,
occured : March 14, 2018 at 04:29PM
Qo 0 Q <
LiveObjectsBot00 @ LiveObje. . 19 h
. Event "test” - Device
@ 2ndroid357329073120059,
Temperature : 15, Hygrometry : 87,
occured : March 14, 2018 at 04:27PM
Q 0 Q <
LiveObjectsBot00 @LiveObje.. 19h
. Event "test" - Device
@ android357329073120059,
Temperature : 78, Hygrometry : 82,
occured : March 14, 2018 at 04:27PM
Qo i Q <
LiveObjectsBot00 (LiveObje
. “test” - Device
@ android357329073120059,




Event to Action

Make a Push http for all the coming data

POST Vv hups://liveobjects.orange-business.com/api/v0/event2action/actionPolicies Params Save ¥
Authori Headers (3) Body ® Pre-request Tests Code

form-data x-www-form-urlencoded @ raw binary  JSON (application/json) Vv

1~ {

2 "name": "Push to IFTTT - Twitter"”,

3 enabled™: true, Key to be generated on your IFTTT account

4~ "triggers": {

5~ "messageSelector”: {

6 "origin": "data_new"

7 ¥

3 }J

9~ "actions": {

18~ "httpPush”: [{ k i

11 "webhookUr1": “"https://maker.ifttt.com/trigger/test/with/key/ NP TSSO TRy

12 "retryOnfFailure”: true, "ZES:Z“:".lrn':;o:n;id:andmid:asnzaaﬂlz@ase“

13 "content”: "{ \"valuel\" : \"{{streamId}}\", \"value2\" : \"{{value.temperature}}\", \"value3\" : \"{{value.hygrometry}}\" }" |

14 1

15 }

16 }

17

103

1 "lon": 4.83749,
"lat": 45.75913

temperature”: 66,
“"hygrometry™: 12

Interne Orange



Event to Action

Make a Push http for triggered events

Use case : push data that has triggered the “Test hygro < 80 && temp > 20” rule to the

@LiveObjectsBot account
Solution : use the IFTTT Webhooks

Event Name Orange F & B KL al 74% M 1351
L
f' Temperature Q Q Q [}
w The name of the event, like LiveObjectsBot00 @LiveOb. 1B8sec -
"button_prr or "front_door_opened"” . Temperature exceed : 22°C on the
If maker Event YV 0evice sireantd
U Tem per ature android357329073120059 occured :
] th t March 15, 2018 at 01:48PM
. theén post a 3 Post a tweet o) t Q <
tweet to
. . This Action will post a new tweet to LiveObjectsBot00 @LiveOb.. 19 sec
@Li VQObJECts your Twitter account. NOTE: Please @  Temperature exceed : 73°C on the
B ot adhere to Twitter's Rules and Terms & Device streamld
of Service. android357329073120059 occured :
by ) francklelong March 15, 2018 at 01:48PM
. Tweet text o 1 o <
t
exceed :
= - LiveObjectsBot00 @LiveOb. - 51 sec
C on the Device @  Temperature exceed : 88°C on the
streamld occured @ Device streamid
H OccurredAt android357329073120059 occured :

March 15, 2018 at 01:48PM

m LiveObjectsBot00 @lLiveObject.. - Tm

Temperature exceed : 22°C on the
Device streamid
android357329073120059 occul
March 15, 2018 at 01:47PM

104 Interne Oran
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3
4~
5
6
7~
8~
9
10
11

12
13

e

POST Vv https://liveobjects.orange-business.com/api/v0/event2action/actionPolicies Params m Save Vv

Authorizatior He s (3) Body @ Pre-request Script Tests Code
form-data x-www-form-urlencoded  ® raw binary  JSON (application/json)
1v ¢
2 "name": "Push to IFTTT on triggered event - Twitter The event

Event to Action

Make a Push http for triggered events

Key to be generated on your IFTTT account

"enabled": true,
"triggers": {
"eventRulelds": ["b87900ce-16¥8-4b37-a723-78d23635ab1e"]
1,
"actions": {
"httpPush": [{
"webhookUrl": "https://maker.ifttt.com/trigger/Temperature/with/key/
"retryOnFailure": true,
"content”: "{ \"valuel\" : \"{{matchingContext.data.streamId}}\", \"value2\" : \"{{matchingContext.data.value.temperature}}\",
\"value3\" : \"{{matchingContext.data.value.hygrometry}}\" }" 1]

"matchingContext”: {

“dataPredicate”: "{\"and\":[{\"<\":[{\"var\":\"value.hygrometry\"
3,801}, {\">\":[{\"var\":\"value .temperature\"},201}13",

Interne Orange

name": "xx Test hygro ¢ 80 82 temp > 20",
“id": "31826629-94a5-416c-ad6d-A4c201ced73307,
“enabled”: true

1

- "metadata”: {
Beware of the prefix
“source": "urn:lo:nsid:android:357320073120059"

3
"streanld": "android357329673120059",
"loeation": {

“lon": 4.8371,

“lat": 45.75802
T
“model”: “demo”,
“value®: {

“revnin®: 8512,

“hygrometry": 8,

“temperature”: 73
T
“timestamp": "2018-03-15T12:48:41.8222"

“tenantld": "S94See330CF29FB7afazal2r”,
“timestamp": "2018-03-15T12:48:41.1642" -
i




Event to Action

Make a Push http for tagged devices

1) Set a tag to the devices, here : “httppush”

70B3D5S9BA00004AE Starter Kit Fr  httopush @ Activé A distance StarterkKiT 15/03/2018 14:1 il
anck 2:08
il ¥ a une minute

2) Create a matching rule related to this tag + a firing rule set at “ALWAYS”

POST hteps:/fliveobjects.orange-business.com/apifvl/eventprocessing/matching-rule Params m Save v

Authorization Headers (2) Body @ Pre-request Script Tests Code
form-data s-www-form-urlencoded ® raw binary  JSON (applicationfjson)
1-|{

2 "dataPredicate":

3

av

5 "in":

6~ [

7 "httppush", {"war" : "tags"}
8 ]

9

18 ¥,

11 "enabled": true,

12 "name": "Test tag pour hitp push"
13 3

Ll 3) Create an event to action policy



Thank you




