Business
LCUEE  Services

Live Objects

Orange

User manual



. Business
Gl Services

Table of content

1. INTRODUCTION ... cciicccsmssesesssssssssssssssmssssssssssssssssmsssssssssmssssssmssnsssessmssssssassnsssnssnsssnssnssansses 4
1.1. (07 41 =) G 4
1.2, Purpose of this dOCUMENT.........cccciiiiiiiiciicrirrccrsrrssssssssssss s s s s s s s s s sssssssssssssssssssssssssnssnnnnnns 4
1.3. 3= (=T =T N 4
2. LIVE OBJECTS PORTAL USER MANUAL.....cccoounmmnimemsiemsssssssssssssssasssssssssasssnssassssssasas 5
2.1. oL N 5
2.1.1. Get @ Live ODJECES @CCOUNT ...cc.uii ittt ettt ettt e sab e sae e e sabeesabeesabeesanee s 5
2.1.2. (@1 Te [T A F-] USRS 5
2.1.3. [T o W RNV 0] o] =Tol K3 o To ] o =1 OSSPSR 6
0 00 0 R T o o Jo (= I o o1 YA =] £ RSN 6

0 207 W -1 1RO OON 6

2.2, Organization of the portal ........cccvviiiiiiiiiiiiii 7
2.2.1. [ =T Yo 1] SO PP PUUTRRRRRPIE 7
2.3. [T T 11 oY T T o N 9
2.3.1. Total number of devices Per CONNECLIVILY .....ccciiii i 10
2.3.2. [0 10 To) - [P T P UPT TP PPPUPUTUN 10
2.3.3. L LTy A= Lot f V7 1 Y SR USUPROY 11
2.3.4. (DL Y1 1=T - Tt 4 V71 A U USUPRNY 12
2.4. DeVICE MANAZEMENT ......ceeeiiiiieiiiecceiertreeneeseeererernnsssssessesesnnsssssssseeesnnssssssssssssnnssssssssssesnnnsssssssssssnnnns 14
2.4.1. Display the fleet per CONNECEIVITY...ccccuviii e e et e e saneeas 14
2.4.2. [N oo = T [ Ao ] e [ [ SRS 15
2.4.3. (o] 2= T 11 ol TSRS 16
2.4.3.1.  Add @ LORA GBVICE ....eiiiiiiiiieeiiet ettt ettt ettt ettt e ettt e e s sab bt e e e sabe e e seaba e e e e abeeeeenteeesanaeas 16
2.4.3.2. Deactivate and reactivate @ LORA deVICE .......coooiiiiiiiiiiiiie et 18
2.4.3.3.  Delete @ LORA HBVICE ..ccouuiiiieiiiie ettt ettt ettt ettt e st e e e st e e s sate e e s eaba e e e sabeeeesnbeeesanaeas 19
2.4.3.4.  Mass imPOrt Of LORA AEVICES ....ccicuieiiiiiieeeiiie ettt e ettt e ettt e e e tte e e sta e e e e sate e e s eabaeeesabaeeeensraeeennanas 19
O T 0 1Y =Y | o s T o1 I o LoV o S 20
O T |V, o Yo [} A VA= T o ] 2= T [ Lo < S 21
095 Ty B Vo [ I= oo Y Y U= i 6 AV YA o o) [ o S S 22
2.4.3.8. See dataissued by a LoRa device (UPHINK) c..eeeeeeeee et 23
2.4.3.9. Send acommand to a LoRa device (dOWNINK) .......coocuiiiieiiiiieiee et e 24
2.4.4. IVIQT T ABVICES cetetiuitieeeeiiee ettt e e ettt ettt e e et e e e st e e e s abe e e e s bt e e ssabbeeesabbeeeeabeeessabaeesaabeeesennbaeesnsaeas 25
2441, Add an MOTT DEVICE..cciiuiiieieiiiie ittt ritee ettt e st e e e sttt e s sabteessabeeeesaabeeessabaeeesabeeesssteeesaasaeas 25
2.4.4.2.  Delete an MQTT DEVICE.....cccuiiiieieiieeesitieeeeieeeeeteeeestteeeeseteeessaaeeesseeeeassteeesanseeeesnsseesanssseessnsenes 26
2.4.4.3.  Massimport Of MQTT DEVICES ....ueivuiiiiieiiiieiieeiite ettt ettt ettt e st e bt e s beesbeesbaeesneesane 27
2.4.4.4. Details of aN MQTT GEVICE .....uveiiieiieeiiiieeeeiiee e et e sttt e e et e e s eeee e e sstre e e sssteeesenaaeeesnsaeesssseeessnnees 27
2.4.4.5. Update parameters of an MQTT DEVICE ....ceovieriiiiirieiiiiiiieeite ettt 29
2.4.4.6. Sendacommand to an MQTT dEVICE .....euiiuiiiiiiiiieiiiiee ettt ettt e e e s e e e s abe e e saeeeas 31
2.4.4.7. Update the firmware of an MQTT AEVICE ....uuviiiiieiiiiiiiiee et e e e e e arer e e 33
2.4.5. SIMIS TBVICES ettt eitee ettt et ee ettt e e ettt e st te e e sttt e e e sabe e e s abaee e s beeeeeasbaeesaasbeeesabeeeesanbaeesaasaaessnseaaenas 36
2.4.5. 1. Add @N SIMS EVICE....iiiiiiiiiieiiete ettt et e e st e e s sabte e s sabb e e e s abeeeseabaeeesnbeeesssteeesnneeas 37
2.4.5.2.  Delete an SIMS EVICE ...oovuiiiiiiiiieiiie ettt sttt st sae e s be e s bt e s baesbeesbaeenaeeean 38
2.4.5.3.  Send a command t0 an SIMS JEVICE .....ueriuiiiiiiriiieiieeite ettt ettt st sbe e s b e e saeesaee 38

2/76



. Business
Gl Services

2.4.5.4.,  MOdify @N SIMS GEVICE......ueiieieiiie ettt et e st e e et e e e aae e e st e e e estaeesnsaeeesntaeeesnsaeesnnnneas 38
2.4.6. [T o8] o 1T PO P PP PPN 39
2.4.7. CamPaigN MANAGEMENT .....iiiiiiiii ittt e e e e s s e e e s s sar e e e senae e s snaeeeeas 41

2.4.7.1.  Creat@ @ CAmMPAIGN couuei ittt sttt e s e st s e e s e et s e e e e e e s e nr e e e snnae s 41

2.4.7.2.  FOIOW @ CAMPAIGN 1.etiiiiiiiiiiiieiiteeite ettt ettt ettt e s bt e saee s bt e s bt e s b et s bt e s beeebeesabeeenneenane 43

2.4.7.3.  Status Of @ CAMPAIGN ....eiiiuiiiiiieteee et e e nne e e 44

2.4.7.4.  Status Of @ tarZET AEVICE ...eeieeiiie ettt e e s e e e te e e s nta e e e s ata e e e entaeeennaeas 45

W A T - 10 01 o =Y F=4 I (=T o T ] A OSSPSR PRORPRON 46

2.5. D - N 47
251 (D1 =) { ¢ Jo ] o SO U U TSP PSP 50
2.5.2. JaYe AV Lo Tol=Te RV T UE-Y 22 4[] o USRS 50

2.6. L0001 =W 1 T ot 52
2.6.1. Identification Of the @CCOUNT.........ii i e st e e st e e e eaaeeas 52
2.6.2. Roles and rights in LIV ODJECES.....cciciiiiiiiiiee ettt e e s tre e e e re e e e ba e e e satr e e e esraeeseanaeas 52
2.6.3. Y Lo F T fo N U T o U PP 54

N T0 P O ¢ =) (I TN U (Y=Y SO PPPU PP 55

2.6.3.2.  SUSPEN / FEACTIVATE @ USEI .ueiiiueeeieieiee ettt ecteeeeteeeetee et e et e et e e eteeebeeesaeeebaeeesaeenteeenseeenbeeenseeenes 56

D T . T 1Y 1= I U 1YY O PSR 56
2.6.4. MANAEE AP KEYS ..ottt ettt ettt ettt et s ettt s bt e bt e s b et e bt e s bt e e bt e s beeeseesabeeeneesabeeeneenane 56

2.6.4.1.  Create @n APLKEY ....ciiiiiieeiit ettt ettt ettt et s e he e st at e s be e e bt e s beeennee et 57

2.6.4.2.  HIierarchy Of APIKEYS ....coouuiiiiiiieieeitt ettt ettt ettt ettt ettt e e sbeesb et s bt e s be e e st e sbeeenaeenane 59

Y e TR |V, o Yo L1 V=Y WY o I LA 61

2.6.4.4.  RegeNErate an APLKEY .....oei ittt et e e st e e et e e e tb e e e e ataeaeaaraeas 61

2.6.4.5.  Disable / @Nable @n APLKEY......cciiiiiiiieectie ettt ettt ettt e et e e etreetr e e etee e beeenbeeebeeeeaee et 61

R T 0 1o 1oy I T 1 od B - S 61
2.6.5. Manage Message QUEUES (FifO) .uiiiiiiiiieiieciii et e ee e be e e re e e ba e e aeesbaeeneeeaes 61

2.6.5.1.  Create @ MESSAEE QUEUE........uuuuuuueeetuteteuetetatatatatatateteaebabassbabssasasssssasesssabssesssssssssssssnsssnsssnsnsnsnsnsnnn 62

2.6.5.2. MOdify @ MESSAZE QUEBUE ..ceccuvreieeetieeeitieeeeiiee e ettt e e stteeesateeessaaeeeesstaeeeesnseeesasseeeesnseneessseeesnnsees 63

2.6.5.3.  Delete @ MESSAZE QUEBUE ....cicciieiiiieeie e ettt e e e e eectte e e e e e e e st ae e e e e e sesastaaeeeeeeessantasaeeeeeesanssrennaeens 63

2.6.5.4.  Limitations ON MESSAZE QUEUEBS ....uuuuuureretetiietetetttttereuetatateterererererererererarere—.—.—————a—.————————————————————.. 64
2.6.6. MANAEZE FIFMWAIES ..eeiiiiie ettt e et e e e et e e e e ta e e e e s abeeeeebeeeesbbeseastaeeeassaseeanssesaenstaeesanseens 64
2.6.7. Y T T ==l o [Tl Yo LT o U USUPRNY 67

D T A R IV oY= N o} o L= oo o [ S 67

ST A R VA 11 oY1 T Ao ] e [T ol Yo F=T oSS 67

2.6.7.3.  Create a binary decoder (CONfigurable) ........cceecuiiiiieeiii e e 69

2.6.7.4. Create a CSV decoder (configurable) ........cccuiiiiciiie ettt 73

2.6.7.5. Create a programmable ECOUET ........coi it e e e e s e e e e e s aaraaeee s 74

2.6.7.6.  Disable/enable @ ECOUET ........oii ittt et e s et e e e st e e e e et e e e s eaaaes 74

T A R NI F-J o I e [=Tole Yo [T g do I e L1/ ol PP 75

3. RESOURGCES ... rrccsrresrsssesscsssmsssmsssssssssssssessmsssmssassessssssmsssasssmsssnsssns snsssssnsssnssanssnnnsssnsssns 76

3/76



| Business
LU Services

1. Introduction

1.1. Context

Live Objects is software as a service (SaaS) who provides a set of tools for Machine To Machine
(M2M) and Internet of things (loT).

Main features provided by Live Object are:

o Advanced management of connected devices (provisioning, supervision, configuration,
firmware update, campaign...)

o Application programming interfaces (API) to connect devices and business applications,
and manage all Live Objects features

e Message routing

o Data management (event/state processing, dataviz, search, data message enrichment)

e Data storage

Important: Depending on subscribed offer (LoRa, Discover, Express, Advanced, Premium)
some features may be available or not. In this document all features are presented.

1.2. Purpose of this document
This user manual is a support to the use of Orange Live Objects portal. Some features only

available by API are not described here, but in the developer guide referenced in the table
below.

1.3. References

N° title reference

Orange documents

https://liveobjects.orange-

1 . , .
Live Objects Developer Guide (AP) business.com/doc/html/lo_manual.html

https://liveobjects.w3b-
2 Live Objects complete training experience.net/app/uploads/2018/07/livecbjectsc
ompletetrainingandapisv7 .pdf

https://liveobjects.orange-

8 Swagger (API reference) business.com/#/swagger
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2. Live Objects portal user manual

2.1. Access

2.1.1.  Get a Live Objects account

You <can get a trial account (Discover) online at htips://liveobjects.orange-
business.com/#/request_account.

If you want an account with LoRa connectivity included, check the corresponding checkbox. In
this case the creation of the account is not immediate, and you will be notified by email when
ready.

Then, you can contact a commercial interlocutor at liveobjects.contact@orange.com

2.1.2. Credentials

The creation of your Live Objects account triggers an activation email. This email contains an
activation link valid for 7 days. When you will activate your account you will have to set your
password.

Orange Business Services Orange Partner t ~ EN

e @ W O

Live Objects

Password update
enter the new password

confirm the new password

Password must:
* contain at least 8 characters
* contain at least one uppercase letter
® contain at least one lowercase letter
* contain at least one digit
® contain at least one special character

enter the text in the image above
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The password must contain 8 characters with uppercase, lowercase, numbers and special
characters (/*-+.7?,;:8!%uu*$@_()").

Then a new email is issued to confirm your account creation. It contains the identifier you will
use to log into Live Objects portal.

2.1.3. Log into Live Objects portal

2.1.3.1. Supported browsers

Supported browsers are:

e Firefox 38 and over
e |E11,

e Edge 13 and over

e Chrome 49 and over

2.1.3.2. Login

Go to https://liveobjects.orange-business.com

Orange Business Services Orange Partner International v  EN

L

Live Objects

Identification

Live Objects id

Forgotten password?

=
g |

Connect with the identifier you have received in your welcome email, and the password you set
during the activation process. If you don’t remember it, use the link “forgotten password?”
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Orange Business Services Orange Partner International v EN

ome @ @ © [350n] o]

Live Objects

Password reset request

==
- ‘_E====§=‘—‘ >

To reset your password type your login into the form, then an email is issued to the emalil
address of the account. This email contains a reset link valid only for 10 minutes.

Orange Business Services  Orange Parmer International * EN

. Dashboard Devices Data Configuration Prototype ﬁ (} ﬁ Z7Z Equipe LOM ~

The header allows diving into the main areas of Live Objects portal:

-« Dashboard» is the welcome page, which gives a synthetic view of the account activity

-« Devices » to manage the fleet of devices

-« Data » to access the data stored into Live Objects

-« Configuration » for Live Objects account configuration (APl keys, users, message
queues, decoders...)

It also gives access to number of resources and support:

- One link « Prototype » where you can find some development kit (SDK)
- One link to the Orange market place where you will find a large choice of devices,
modules and gateway usable with Live Objects.
- One link to a set of documentation on Live Objects: FAQ, developer guide, this guide,
tutorials, videos, and tools for developers (Postman collections, swagger, code samples)
- One link to log-off, and to get to your account information’s:
o Tenant ID (to be communicated when calling to customer support)
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o Name of the account, date of creation and email of the principal user (used for
the creation of the Live Objects account)

Prototype E O & zzzEquipelom~

Account

Logout

Depending on your country you can switch at any moment from English to you native language.
Live Objects refresh automatically

Slovakia =

Prototype O & zzzEqipeLOM ~
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2.3. Dashboard

» 16 LoRa devices
» 21 Matt devices
3 SMS devices

Devices activity Last 7 days |z|
Recent wafic cons“mpnun
ing _

Devices activity
lun. 30 juil.

jeu. 26 jui. ven. 27 juil. sam. 2§ juil. dim. 29 juil.

4

communicating 1000

mar. 24 juil. mer. 25 jui.

r = 1 connected device

1 6 # 16 activated devices 21
LoRa devices 0 deactivated devices Mqtt devices 20 disconnected devices

]

Devices activity

Devices activity
® 0 communicating

® 4 communicating
Recent traffic consumption [ — m

Recent traffic consumption
. Incoming messages Outgoing messages

. Uplink messages Downlink messages

The dashboard is the welcome page of the portal. It gives a synthetic view of the account

activity
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2.3.1.  Total number of devices per connectivity

Devices status

40

Devices

This view gives the number of devices currently managed per connectivity.

2.3.2.  Quotas

Quotas

hessage queuss

Api keys

Users

» 16 LoRa devices
» 21 Matt devices
3 SMS devices

5415

19/50

25/100

These quotas depend on the offer that has been subscribed.

- Message queues : Number of queues created / Max number of queues allowed
API keys: Number of key created / Max number of key allowed
Users: Number of users created / Max number of users allowed

To manage queues, keys and users go to “configuration” menu.
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2.3.3.  Fleet activity

Devices activity Last 7 days |z|
Devices activity Recent traffic consumption
S5age
4 @ incoming messages Dulgoing messages

communicating 1000
E00

600

400
200

mar. 24 juil. mer. 25 juil. jeu. 26 jui. wen. 27 juil. Sam. 28 juil. dim. 29 juil. lun. 30 juil.

This view allows selecting for a given period (last 7 days, last 4 weeks, or las 12 months) the
global activity of the Live Objects account:

- number of devices that have communicated over the period
- traffic in number of messages (in/out) or in volume (bytes)

« incoming messages» are any messages entering into the platform. Examples:

- uplink messages from device to the platform
- a business application on top of Live Objects which send REST API requests (POST,
PUT, PATCH) to the platform (ex: search request, send command ...)

« outgoing messages» are any messages issued by the platform to the outside. Examples:

- A downlink command from the platform to a device
- Answers to REST API call (GET)
- Consumption of messages by MQTT
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2.3.4. Detailed activity

A synthesis of the activity is also available per connectivity

LoRa

1 6 =« 16 activated devices
LoRa devices 0 deactivated devices

Last 7 days H

Devices activity

@ 4 communicating ® 12idie

Recent traffic consumption

. Uplink messages Downlink messages

1000

400
200
[

Tue 24 Jul Wed 25 Jul Thu26 Jul Fri 27 Jul Sat 23 Jul Sun 20 Jul Mon 20 Jul

SMS

3 3 activated devices
SMS devices 0 deactivated devices

Last 12 months |z|

Devices activity

® 4 communicating
Recent traffic consumption

. Uplink messages Downlink messages

@ M os W W

W

o

Y&;‘P%@@ o‘{&\a@r&gé’ ﬁ‘ré’@o'i“ﬁ@ vﬁr&‘ﬁ;&\? ?

MaTT

= 1 connected device
20 disconnected devicss

Last 12 months |E|

21 :

Mqtt devices

Devices activity

@ & communicating

Recent traffic consumption

Messsges m

@ inocoming Cutgoing g

20000

20000

10000 I
. _ [l
&

SR

N
by,

\\\ rprﬁs@.\%.\%
w*"”cﬁ‘d}epo'?ﬁf@"&wﬂ‘@s?

For each connectivity:

- The number of devices currently managed (16 LoRa, et 21 MQTT and 3 SMS in the

example above)

- Statistics over the selected period. Note that on this period, the number of devices
could vary from the current state of the fleet, depending on additions and deletions that
may have occurred in the meantime. It’s the case in the example above: During the last
12 months we have more communicating SMS devices than we have currently in fleet.

Some informations are specific to connectivity.
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For LoRa, are displayed:

An « activated » device means that the device has been registered into the network and
is ready to communicate from the network point of view. This doesn’'t mean that the
device has already communicated nor he “JOIN” successfully. For example a device
created in Live Objects with bad parameters (devEUI, appEUI, AppKey), will be activated
in the network with these bad parameters and then could not JOIN

A « deactivated » device means that any communication on the network has been
prohibited for this device. It’'s a voluntary action which has been made by an
administrator of the fleet (See management of Lora Devices)

Uplink messages from the devices to the platform

Downlink messages sent from the platform to the devices (commands)

for MQTT :

Number of connected devices. It’s all the devices which have a MQTT connection
currently active

The number of devices that have communicated over the given period

Number of incoming and outgoing messages. Note : this is the number of all MQTT
messages, exchanged between the platform and devices or business applications on
top of Live Objects. Between Live Objects and devices are counted data messages and
device management messages; Between Live Objects and business applications real
time data messages consumption.
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2.4. Device management

You can manage your fleet of devices in the menu « Devices ».

Devices s LoRa
{8 Devices All devices
Il All devices
Arthur Add fiiters (2) Q
lected device / devi
0 selecte oE 17 1CES.
Julienv v * c
» bissy (4)
3) Last

COMM. Network

DevEui Name ¥ Group Tags Status * - signal

TOB3DSIEANOOO4AE  Starter Kit FL / nitopush @ Activated or/aofzais Ll
5:30:23 P
2 minutes age

4BBICTOFA00I114E  siconia_11148 @ Activates orizorzais _all
4:41:00 P
2n hour ago

4BBACTDFAONI0IE0  sagemcom_siconi f nittnPuzh B Activatss o7/zof2o1s il
1:09:36 P
4 hours ago

FORIDSEFSENOZTEE  MKE Sensor /gart Bart  Orangefiardens B Activated o7izozoie il
6:38:38 PM
10 days ago

OO04AZDEO00IFDTD0D  RN2483 Orange G / B Activated 07/02/2018
2:50:31 P
amanth agn

EZ4F43FFFEASCCAL  STMEZ Aure f myoarg @ Activates oe/zezais il
12:08:40 P
amanth agn

2.4.1. Display the fleet per connectivity

Because devices have characteristics proper to their connectivity, you have to first select the
connectivity in the dropdown list (1)

You can filter the list of devices with several criteria. Click on the field « Add filters » to choose
them (2)

h_u:umercs:sfiltles
e Nom J DevEvi

o

You can select devices unitary, per page or totally, by using the checkbox. The number of
selected devices / total number of devices is recalled in the top of the list (3)
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You can make actions on the selection: export to a csv file, move from group, deletion (4)

2.4.2. Export a list of devices

You can export the list of your devices in a csv file. For that go to the menu « Devices » then
select the type of equipment (LoRa, MQTT or SMS). Then select the devices to export (all or a

subset) and click on the icon « export »

Devices » LoRa

LoRa |E|

{8 Devices All devices
| All devices
Arthur Add fitters
Bart

Julieny

b bissy

[%  DevEu

i  roespsemaccoosss
[Z  aesacioraopitiase
| ] 4BEICTDEI00I028D
| ] 70B205ETSE002TER:

10 selected devices / 17 deviees. X Zelect the 17 devices

Name * Group

Starter Kit FL i

siconia_11142 !

sagemecom_sicani

NKE Sensor Jgart

Tags

=}
el e A b

Drangefiardens W Activated

Last
comm.
-

07/30/2018
5:58:07 PM
2 minutes age

07/30/208
541212 PM
19 minutes 2go

07/20/2018
1:08:26 PM
Shours ags

07/20/2018
6:38:38 FM
10 days ago

Network
signal
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2.4.3. LoRa devices

2.4.3.1. Add a LoRa device

To add a LoRa device, click on the button “Add device”

Live Objects

Devices » LoRa

LoRa

{8} Devices All devices
Il all devices
Arhur Add filters
Bart

Julienw

b bissy

DevEui

TOBIDSIEADOOOLAE

4B33CTOFI00T114E

4833CTDFI0010230

0 selected device / 17 devices.

Name ¥ Group

Starter Kit FL !

siconia_11148 !

sagemcom_siconi [/

Tags

® Activated

@ Activated

® Activated

+ o

Last
comm.
-

07/31/2018
8:30:25 AM
2 mirute ags.

oTiai/2018
6:41:08 AM
2 hours ag=

o7/a1/2018
1:09:34 AM
7 hours ags

Network
signal

The creation form opens with the parameters specific to a LoRa device
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Live Objects

Devices » LoRa » Add new device

Managed/MQTT LoRa SMS

@ LoRawan information * required field = Custom parameters
Mame Tags

enter a name
Profile ‘Connectivity options

‘Group
Decoder

root -

X Properties
DevEwi - Pe

enter a device EUI in hexadecimal format Enter property labef Enter property valus ®

Device 1D

um:le:nsid:lora:... Personalize

AppEui

enter an application EUI in hexadecimal format

AppKey ©

enter an application key in hexadecimal format [7]

Name : Name of the device

Profile : The « Device profile » contains some predefined network parameters as the « spreading
factor » that the device will use for JOIN, Class and RX frame. Select in the list the profile
corresponding to your device. If you don’t find the model corresponding to your device choose
the generic profile Generic_classA_BX2SF12 (if your device is a class A) or
Generic_classC_RX2SF12 (if your device is a class C)

Decoder : Decoders allow translating a payload from hexadecimal into data understandable by
humans and indexable. Select in the list the decoder corresponding to your device. If there is no
one, you can create your own in the menu “Configuration”. See “manage decoders” paragraph.
DevEUI : The unique identifier of the device in the LoRa network. It is provided by the device
vendor.

Device ID: The unique device identifier in Live Objects (URN). By default, it is built in the
namespace « lora » with the devEUI as device identifier. You can custom the device ID with your
own namespace instead of « lora » and with a device identifier different than deveEUI

AppEUI, AppKey : These parameters belong to the owner of the device or the application used
with it (See LoraWan specification)

Tags: Tags are free labels that you can attribute to your devices. You can use tags to ease
sorting or identification in the fleet

Connectivity options: This field is displayed only if connectivity options have been activated on
your Live Objects account. See paragraph « Add a connectivity option»

Group: Select here the group you want that your device belongs to. See paragraph « Groups »
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Properties : You can define some properties for your devices. Properties allow you to enrich you

device management.

Note : Orange recommends « Over the Air » activation (OTA) on its network. Only this activation
mode is proposed in the Live Objects portal. If you need « activation by personalization » (ABP)

please contact you customer support.

2.4.3.2.

Deactivate and reactivate a LoRa device

It is possible to prevent one or more LoRa devices from communicating on the network
temporarily without having to delete them. To do this, select the devices concerned by ticking

the corresponding box in the list, and click on the "Disable" button.

Live Objects

Devices » LoRa

LoRa |z|

TOBIDSETSEQC27EE

D004A430B001FOTDD

{i} Devices All devices
Il all devices
Arthur Add fitters
Bart ) )
2 selected devices / 17 davices.
Julieny
b bissy
DevEui
V] 7082D592A00004AE
4B33CTDFI0011148
%= 4B8ICTOFI0010289

T [ v

. .
v % Deactivate | O Sm [ il
Last
comm. Network
Name * Group Tags Status = hd signal
Starter Kit FL ! mttnpush B Activatss o7/ai/2o1s il
9:19:44 AM
2 minut= ag
siconia_11148 i B Activated or/aizoie all
8:41:06 AM
40 minutes ago
sagemcom_siconi HitoPush B Activates oriavzos Ll
1:09:24 AM
& hours age.
MKE Senzor /2art Bart  OrengeGardens B Activated 072002018 il
6:238:28 PM
11 days ago
RN2483 Orange G | @ Activates 07/03/2018  _ul

2:50:21 PM
2 month ag0

To reactivate one or more devices, proceed in the same way by clicking on the "Activate"

button.
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2.4.3.3. Delete a LoRa device
It is possible to delete LoRa device from the platform. This action will also remove it from the

Orange LoRa network. The data that have been issued by the device are not deleted and
remain accessible in the menu “Data”.

To delete one or more devices, select them by ticking the corresponding box in the list, and
click on the "Delete" icon.

2.4.3.4. Mass import of LoRa devices

To bulk import LoRa devices, click on the "import" button available in the LoRa devices list view.

Live Objects
Devices s LoRa s Import new devices
LoRa
m B Download a sample
DevEui Name Activation mode Profile Connectivity options

Mo device to add

Cancel

The import file must be in CSV format. An example is available by clicking on the "Download an
example" button.

A B c D £ £ G H ] ] !
1 groupPath name lora_profile lora_activationType lora_devEUI lora_appEUI lora_appKey tags lora_encoding lora_connectivityOptions [
2/ Device0l Generic_classA_RX2SF9 OTAA 1234567800000000 1234567300000000 SHEHHHEHHHEHHHIIERE Paris TDOA,ACKUL
3 /france/lyon Device02 Generic_classA_RX2SF9 OTAA 1234567800000000 1234567300000000 #E##HEEIEN Neuf, Lyon TDOA,ACKUL

The fields to be filled in are the same as those to be provided during the unitary creation.

Once your import file is ready you can start mass importing by clicking the "Import" button

A first verification of the file is then performed. This verification concerns the validity of the
syntax, the presence of the required fields, as well as the structure of the file. The result of the
analysis is displayed in the import screen. Correct any lines in error by re-importing the file if
necessary and click on the "Add" button to proceed with the actual creation.
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2.4.3.5.

Details of a LoRa device

To access detailed information about a LoRa device, click on the desired device in the main list

of the "Park" menu.

Live Objects

vices » LoRa

LoRa |z|

+ oo

{8 Devices All devices
All devices
Arthur Add fitters Q
Bart
0 selected device / 17 devices.
Julieny v * c
b bissy
Last
comm. Network
DevEui MName w Group Tags Status w - signal
DO04A3DE001E4510  Orange Bxplorer K Jarthur Lyon  Microchin ® Activated o7iatfeme .l
K Stanern 9:38:14 AM
3 minutes aps
4BBICTOF3001114E  siconia_i1148 7 W Activates orizifeais Ll
824106 AM
an hour age
4BE3CFOF30010289 sagemcom_siconi £ mittpPush W Activatad oriatveois ol
1:09:24 AM
2 hours age
F0B3DSE7SEDOZTEE  MKE Sensor faart Bart  DOrangefandens B Activated o7izofemie .l
§:38:28 FM
1 days ago
Live Objects
evices > LoRa » Arthur » lo:nsid:| 1B4610 » Status
@ status Orange Explorer Kit ( 0004A30B001B4610 ) @
€ Identity
¢ | @b | = oaa | c
£ Uplink
[ Downlink @ information 9 Position
P * o S5i0]
Status @ Actvated + Lecesatnm, 3 BRIEGER" o [kt A
13 o 2 £ . 655 e Cuviet
- (5o _Ag Ck] ——_ 24 8% (M:M
Last comm. 2 minutes ago AERSERI 1 ¢ M ¢ L% | e Russe
AR Somy S 1 24 43 Y
. & are*ul || 5 ) = B
Network signal m |\ L2 $ % Srimare 130 Office
il 1 ; | 9yl OO Pgue VNI A
) il g4 Cobui ™ A, otari A
i wtgg{;w‘“‘ m— e phearee = :tue
Battery 100% £ ;,‘\ % NPT s g 137 A
L, | ! 4330
(e 2 —— g . 41 g
,\i S piace £0a¥ WS mmgln [ ST iy
i & z 3 Consulay 3 w3 g
50 m ~an ) ‘—,drMo,dw .
oMzl ‘,’:::m g =1 Laafiet | & OpenStroatMap contributars

The general status of the device is displayed:
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- its state: activated or deactivated (see definitions in the paragraph « deactivate and
reactivate a LoRa device »)

- its date of last communication (based on the timestamp field applied by the LoRa
gateway that has forwarded the message)

- the network signal: it is a quality indicator of the connectivity calculated by Live Objects
based on various network parameters reported by the device (RSSI, SNR, PER ...)

- the battery level: It is based on the value transmitted to the network by the device
(LoraWan standard)

- the geolocation of the device on a map with a circle showing the accuracy. The detail is
available by clicking on:
- date of the last location
- GPS coordinates

2.4.3.6. Modify a LoRa device

To modify a LoRa device go to the details of the device and click on the “identity”.

Live Objects
Devices » LoRa » Arthur s um:lo:nsid-lora:0004AS0B001B4610 » Identity
& status Orange Explorer Kit ( 0004A30B001B4610 ) &
0 : ﬂy = Parameters
E Uplink Name oOrange Explorer Kit #
[ Downlink Profila Generic_classA_RMISF12 #
Decoder 4
DevEui 0004 A302001 24610
Device 1D urnio:nsid:lorz:0004A30B001 24610 #
AppEUi 0C0D000000000000 4
AppHey #
Activation mode OverTheair
Group farthur #
Properties +
Registration date 04/24/2018 1:57:28 PM
W Tags # Connectivity options
Lon  Microchip  Strterar @ Gealocation TooR &
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Informations entered during the creation of the device are displayed. It is possible to modify the
name, the profile, the decoder, the tags as well as the keys appEUI and appKey

Changing the devEUI is not possible.

Note:

- The appKey is never displayed in clear

- The name, and the appEUI, appKey keys are not editable if the device is disabled.

- The connectivity options must have been activated in your Live Objects account by your
customer service to be selectable. See next paragraph.

2.4.3.7. Add a connectivity option

The connectivity options available are:

e TDOA geolocation: Under coverage conditions* this type of geolocation allows a much
greater accuracy than a standard geolocation

e "Ack Uplink": Allows the device to request an acknowledgment from the network for
each uplink issued

(* Contact your custormer service)

To get these options:

1) contact your customer service to activate them in your Live Objects account
2) then you'll be able to add these options to your devices (See paragraph « Modify a
LoRa device »)
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2.4.3.8. See data issued by a LoRa device (uplink)

To view the data reported by LoRa device go to the device details and click on "Uplink"

Live Objects

Devices » LoRa » urn:do:nsidlora:0004A30B001EFD4A » Uplink

& status Fred Explorer Kit ( 0004A30B001EFD4A ) @
€ Identity
From | 03/20/2018 11:00 AM To 0a/20/2018 11:32 &AM uplinks number:| 100 |z| Hide details ﬁ
£ Uplink "
Date Payload Decoding status Fent Port Metwork signal Rssi Snr 8f count
B Downink
03/20/2018 11:379:42 AM temperature: 24 707945 nbpush: @ @ Succes 4 5 il 23 7 11
03/20/2018 11:39:22 AM temperature: 24 8654477, nbpush: 0 @ Sucoes 2 s il -85 15 11
03/20/201E 11:31:03 AM temperature: 24 737476, nbpush: & @ Succes 2 5 | -7 15 11
03/20/201E 11:30:42 AM temperature: 247033, nbpush: 0 ® Sucoces 1 L il -3z 15 11
03/20/201E 11:30:22 AM temperature: 24 582422, nbpush: & @ Succes o 5 Ll 42 15 11
03/20/2016 11:20:08 AM  470438cd00000000 -] 5 | @ 9 11
03/20/2016 11:27:02 AM  41c301 3200000000 & 5 il -a1 5 11
03/20/2016 11:25:08 AM  J1c2252600000000 7 5 .|I|I -92 12 11

The chronological list of messages sent by the device is displayed along with the associated
network information:

e The "Payload" column represents the application content sent by the device (no network
message) in hexadecimal format. This content can be decoded by associating an appropriate
decoder to the device.

e The "Decoding Status" column indicates whether a decoding was requested and whether it
was correctly performed or not

e The "Gateway Number" column indicates the number of gateways that relayed the message
(known also as "macro-diversity")

You can use the filter to search collected messages over a period of time.

A selector is set to 100 by defaults to limit the number of uplink to display in a page. The most
recent 1000 can be displayed at most

This list can also be exported in a CSV file.
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2.4.3.9. Send a command to a LoRa device (downlink)

To send a command to a LoRa device go to the device details and click on the "Downlink".

Live Objects

Devices » LoRa » umn:lo:nsid:lora:0004A30B001EFD4A » Downlink

03/20/2018 11:37:43 AM
D2/08/2018 12:04:11 PM
D2/08/2018 11:32:05 AM

02/08/2018 11:32:08 AM

B Statys Fred Explorer Kit ( 0004A30B001EFD4A ) @
€ Identity
From T
£ Uplink
Date Payload
() Downlink 07/02/2018 1:53:09 PM O1AE

47e3013200000000

oicD

OTAC

OTAC

= c

Sent
Sent
Sent
Sent

Sent

a3

The history of commands sent to the device is displayed in a chronological order. The "status"
column displays the status of the command and can have the following values:
- Sent: means that the command has been taken over by the network, which will take
care of routing it to the device by implementing, if necessary retry mechanisms. In the
current version this information does not constitute an acknowledgment of receipt by

the device

- Error: the command was not accepted by the network. It will not be delivered to the

device

The history of commands is exportable in a csv file.

A command can be sent again without having to reenter it, for that, you just have to select it in

the list and to click on the icon "Repeat"

To send a new order, click the "Add Order" button
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Live Objects

Devices s LoRa » urn:lo:nsid:lora:0004AZ0B001EFDLA s Downlink

& status Fred Explorer Kit ( 0004A30B001EFD4A ) ©

o m

£ Uplink

Register new command

[ Downlink Port *

Enter a port B

E Confirmed 0

Enter the data in hexadecimal *

- select the port used by the equipment to communicate (it must be greater than 0).
Sending MAC commands (port 0) is not possible via Live Objects.

- if the command must be acknowledged by the device (check the "Confirmed" box)

- the data of the command in hexadecimal format (the validity of the format is checked)

2.4.4. MQTT devices

2441, Add an MQTT device

Adding an MQTT device to Live Objects is automatic. When connecting to Live Objects for the
first time, the device registers itself and uploads its own informations (firmware version,
parameters). For this the equipment must have been properly configured. (See the developer
guide https://liveobjects.orange-
business.com/doc/html/lo_manual v2.htmI#MQTT MODE DEVICE)

A number of attributes can be added to a device to facilitate its management in Live Objects
(groups, properties, tags). These attributes are not stored at the device level but remain at the
platform level.

It is also possible to add an MQTT device to Live Objects before it first connects to the platform.
This allows for example to prepare a fleet by setting in advance the attributes above.

To add an equipment MQTT click on the button "Add an equipment"
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Live Objects

Devices » Managed/MOTT » Add new device

Managed/MQTT LoRa SMs

& Information * required field
Namespace *

MyTempsratureSensor 7]
[ B

MySensor_001 (7]

Name
Temperature sensor 001
Description
This temperaturs sensor is used for demio

Group

root -
Tags
demao X
Properties
mode! this mode ® @
vendor this vendor ® W

Enter property label Enter property value @ @

Namespace : The namespace provides a consistent naming for a set of devices. For example
all devices of the same manufacturer or same type

Id : The Id identifies the device inside the namespace. The couple (namespace, id) constitutes
the unique identifier of the device in Live Objects

Name : Allow to give a familiar name to the device
Description : A comment field to enter a short description of the device

Group : Select a group in which to add the device. By default the device is added to the root
group. (See paragraph « Groups »)

Tags : Free labels that can be used to ease sorting and identification of devices in the fleet
Properties: Free key-value couples that can be added to devices to enrich device management

2.4.4.2. Delete an MQTT device
It is possible to delete an MQTT device from the platform. This action will remove it from the

Live Objects device manager (history, properties, groups etc.). Data issued by the device are
not deleted and remain accessible in the "Data" menu.
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To delete one or more devices, select the devices concerned by ticking the corresponding box
in the list, and click on the "Delete" icon.

2.4.4.3. Mass import of MQTT devices

Bulk import of MQTT devices is not yet available. It is planned in coming versions.

2.4.4.4, Details of an MQTT device

To access detailed informations about an MQTT device, select it in the list.

Live Objects

Devices » Managed/MaTT
ManagedWOTT |z|
“ Devices

E Campaigns
| All devices

+ Create a group of device

All devices

Add filters

0 selected device / 4 devices.

Namespace
Name -

My Sensor android

Aute-created dev myns
ice [matt / umncle:
nsid:myns:device

1

Auto-created dev myns
ioe [matt / umcla:
nsid:myns:device

2

Auto-created dev  matt

ice [matt / mysen
sor)

Id

25702007 04T0549

deviced

devicez

mysensor

Group

{

!

Tags

Status

@ Orline

Oiffline

Offline

Offline

contact
hdl Path

aminute ago  oirect

ddaysago  direct
Sdaysago  oirect

amonth age  direct

« 1
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Live Objects

Devices s Managed/MOQTT » android / 357099070479549

@ Identity My Sensor ( android / 357099070479549 )
® status & identity
‘} Parameters Name My Sensor &

Commands identifier namespace: android 7 is: 357099070479549
Firmwares Device 1D arm: 1a:nsid s android: s570sseTRSTEES
Group 4

Tags frea &
Properties L4
Creation date = manths ago

The menu Identity displays the informations entered during the creation of the device in Live
Objects, as well as the date of its creation. It allows you to modify these informations with the
exception of the identifier / URN (Unique Resource Name) which is the unique identifier used by
the device to connect to MQTT.

The menu Status gives connections details

Live Objects

Devices » Managed/MQTT » android / 357099070479549 » Status

€ Idantity My Sensor (android / 357099070479549 )

& status

£ Parameters Status ® online

E Commands Last contact £ minutes ago
Info

Firmwares

Topic for parameters updates pubsub/~fodfaeabiadedcB0bTEIFI42042073b8
Topic for commands pubsub/~33041 Fab0s0e4 565816100401 3502612
Topic for firmwares updates pubsub/~ba 198795 4084coIIF8 Tofoddbos32f

[t indicates whether the device is connected or not, and when it was last connected. The field
"info" is no more used and will be removed.

If the device is available for a parameter update, a command send, or a firmware update, then

the corresponding topics are displayed. Note that these are internal topics auto generated
when the device subscribes to the following topics:
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e dev/cfg/upd (topic to receive parameter update requests)

e dev/cmd (topic to receive commands)
e dev/rsc/upd (topic to receive firmware update requests)

Internal topics are not to use.

See the developer guide for more details on how MQTT devices work
: https://liveobjects.orange-business.com/doc/html/lo_manual v2.htmI#MQTT MODE DEVICE

2.4.4.5. Update parameters of an MQTT device

A device can have specific parameters as factory parameters, or applications embedded
directly in its micro code. These settings can be managed in Live Objects if the device support
it. The device must have previously informed Live Objects about these parameters (publish to
dev/cfg. See developer guide for details)

The visualization and the update of the parameters is possible in the menu "Parameters”

Live Objects

Devices » Managed/MQTT » android f 35T099070479549 » Parameters

€ Idantity My Sensor ( android / 357099070479549 )
& stats
o] C
£} Parameters
Id Value Value timestamp Status Last contact Target value
B Commands
logLevel o 3 few seconds ago « & few seconds ago imfo
[STAING] [STRING]
Firmwares
updateRate 7 a few seconds ago « a few seconds ago 7
[INTaZ)] [T 2]

K = [3f

Informations displayed are :

- the name of the parameter (Id)
- its current value and its type
- its last update
- its status:
o «new » means that the parameter has been reported by the device for the first
time and has never been synchronized with Live Objects
o «pending» means that an update request is pending to be delivered to the
device, and will be delivered when the device will be ready to receive it (by
subscribing to topic dev/cfg/upd)
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o «sent» means that the update request has been received by the device
(subscribe to dev/cfg/upd), but the device didn’t confirmed yet the update
(publish to dev/cfg with the new value of parameter). See developer guide for
details

o «sync» means that the parameter has been successfully updated by Live
Objects. The value of the parameter announced by the device on topic dev/cfg
is the same as the target set in Live Objects. The device and Live Objects have
the same value of parameter.

o “failed” means that the update request has been received by the device, but the
device has answered to Live Objects with a different value of the parameters
than those set as the target. See developer guide for details

To send an update request, click on a parameter and set its target value

Edit device parameter X
Type STRING -
value debug |

Click on button « Update » to validate the request, and repeat the operation for each parameter
you want to change.
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Devices » Managed/MQTT » android / 35 0479540 » Par
@ Identity My Sensor ( android / 357099070479549 )
B status

® Id Value Value timestamp Status Last contact
Commands
logLevel info 3 minutes 2go « 2 minutes age
@ Firmwares e
updateRate T an hour ago « an hour ago
[Tz

o c
£} Parameters

Target value

info
[STRING]
change to send:

Changes to apply are listed in column « target value » with mention “change to send”. At this
moment the requests are not yet sent. To send it to the device, you must click on the button

« Send changes »

2.4.4.06. Send a command to an MQTT device

To send a command to a MQTT device, go to « Commands »

Live Objects

Devices s Managed/MOQTT » android / 357099070479549 5 Commands

O Identity My Sensor ( android / 357099070479548 )

& statys

Creation Status Last update Request
[ Commands

2 minutes ago 2 minutes ago diag (details)

@ Firmwares

2 months ago v 2 months ago buzz [details)
2 months ago V 2 months ago reboot
2 minutes ago 4 a few seconds ago reset [details)

[
{3 Parameters

(details)

{details)

The history of commands is displayed. A command can have several statuses:
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- “pending”: The command has been registered into Live Objects but is pending to be
delivered to the device. For that the device must be connected and subscribe to topic
dev/cmd

- “sent”: The command has been received by the device (subscription to dev/cmd), but
the device didn’t acknowledged it yet (by publishing to dev/cmd/res)

- “Canceled”: The command has been canceled from Live Objects before having been
received by the device

- “processed” The command has been processed by the device and acknowledged to
Live Objects. Note: “Processed” doesn’t indicate the result of the processing of the
command by the equipment. This result is an information that the device can
communicate in its response:

2 months ago tf 2 months ago reboot
Parameters
29 minutes ago 4 AT minutes ago reset [detailz) P ——
To send a new command click on the button « Add command »
Live Objects
Devices » Managed/MOQTT s myns f devicel s Register new command
€ Identity Auto-created device (mqtt / urn:lo:nsid:myns:device1) ( myns
[ devicel )
@ ctats
Register new command
£ Parameters
Namespace myns
[ Commands
1d - devicel
@ Firmwares
Event sleep
Data mode "ECO" ® m
duration 30 ® i

Payload enter the command payload basef4 encoded

The name of the command and its possible values depend on the specifications of your device.

Type its name into the field "Event"

The content of the command has to be typed in fields "Data” as couples key-value. The values
that are strings must be typed with quotation marks

Field « Payload » is for future usage. It is not used.
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Click on button « Register » to send the command.

Note : as long as the device has not received the command (status pending), it is possible to
cancel it, by clicking on the icon « Cancel »

This command can be sent back later, like any other command in the history by selecting it and
clicking on the icon "Repeat".

Finally commands can be deleted. To do this select commands to delete and click on the icon
«Delete.

NB: Deleting a command that has been sent ("sent" status) does not send a cancellation order
to the device. It removes the command from the history and from the Live Objects device
manager.

2.4.4.7. Update the firmware of an MQTT device

To update the firmware of an MQTT device go to the device details and select "Firmware".

The update screen is divided into two parts. The first part presents the firmwares that the device
has announced and if update operations are in progress. The second part is the history of
updates that have been made.

Note: Live Objects can manage several firmwares for a same device, if this device has several
internal components (modem, core chipset etc) with each their own firmwares.

Live Objects
Devices » Managed/MQTT » myns/ devicel s Firmwares
€ Identity My device ( myns / devicel )
@ spatys
v Firmwares
£} Parameters _—
Commands
Firmware Current Target
Firmwares Id Last refresh version Current version date version Target version date  Update status Actions

¥i1_firmw  08/01/2018 0:37:13 AM 12 08/01/2018 9:37:13 AM - = @ Updste
are

¥ii_mode 08/01/2018 0:37:13 AM 4.0.M2 08/01/2018 9:37:13 &AM - - @ Updste
m_driver

K =[]

> Update history
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Prerequisites: To be able to update the firmware of your device,:
- The device must support this operation,
- This device has previously announced to the platform the name of its firmwares and its
current versions (publish to topic dev/rsc). See developer guide.
- The firmware versions to manage have been previously created in the Live Objects
Firmware Manager and the corresponding binaries imported into the platform. (See the
"Configuration" menu for firmware management)

To start the update, select the firmware and click on the "Update" link. In the pop-up window,
choose the target version and click on the "Save" button

Set firmware's target version X

Target version 2.0 |Z|
=

The status of the request changes to "pending”. This means that the request is waiting for
reception by the device (the device must subscribe to topic dev/rsc/upd to receive the request).
See developer guide https://liveobjects.orange-

business.com/doc/html/lo_manual v2.htmI#MQTT DEV_RSC UPD

Firmware Current Target
Id Last refresh version Current version date wverzion Target version date Update status Actions
X11_fimw  0B/01/2018 93713 AM 1.2 03/01/2012 3:37:134M 2.0 0B/01/2018 10:08:23 &AM PENDING

ana

¥11_mode OB/01/2013 9:237:13 AM 40,812 08/01/2018 9:37:13 AM
m_driver

Once received by the device the request goes to "preparing_asset - 0%". This means that the
device has received the request but has not yet responded if it accepts it. (To accept the
request the device must answer by publishing on topic dev/rsc/upd/res)
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Firmware

are

m_driver

Id Last refresh

¥11_firmw  01/08/2013 0%:37:13

¥11_mode 01/08/2013 09:37:13

Current Target

version Current version date wersion Target version date Update status Actions
1.2 01/08/2018 09:27:13 2.0 01/DB/2018 10:05:26 PREPARING_ASSET & Update
4.0.M2  01/03/2018 09:37:13 - - £ Update

If the device accepts the request, it turns to « waiting_transfert_info ». Once the device starts
the download of the firmware, a percentage will show the progress of the transfer

Firmware Current Current version Target

Id Last refresh version date version Target version date Update status Actions
x11_firmw  08/D1/201B 23712 AM 1.2 08/01/2018 9:37:13 AM 2.0 08/071/2018 10012058 A WAITING_TRANSFER_INFO & Update
are 0]

¥11_mode 0&/D1/2018 93713 AWM 4.0.M2  0B/01/2018 9:37:13 AM - - ® Update
mi_driwer

Once the transfer is made, and the device has installed the firmware, the device goes
announces to Live Objects its new version (by publishing on topic dev/rsc). If the version
announced is the same as the target value that has been set, the process ends successfully
and the status changes to "done". The history is also updated.

@ identy

& status

{3 Parameters

[® Commands

@ Firmwares

My device ( myns / devicel )
+ Firmwares
Firmware Current Target
Id Last refresh version Current version date wversion Target versiondate Update status Actions
x11_firmw  01/08/2018 10:29:59 20 07/08/2018 10:29:59 2.0 07/08/2018 10:19:58 DONE & Update
are
X11_mode  01/08/2018 102959 40M2  01/08/2018 09:37:13 - - @ Update
m_driver
o >
v Update history
Refresh
Firmware Id Source Target Startdate Status Progress (%) date
X11_firmware 1.2 20 14 minutes ago DONE 100 4 minutes ag
o
X11_firmware 1.2 20 16 minutes ago ERROR 0 16 minutes a
go
X11_firmware 1.2 20 20 minutes ago ERROR 0 20 minutes a
go
X11_firmware 1.2 20 25 minutes ago ERROR 0 23 minutes a
go
K = [3]
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2.4.5. SMS devices

You can connect to Live Objects devices that communicate with SMS. These devices must
have Orange SIM cards.

To manage SMS devices go to menu "Device" and select "SMS" from the drop-down list.

Live Objects
Devices o IiTG G, e

SMS E| + Add device
MSISDNS - 1o mzizan

@ choose the 'SMS server - content decoder' couple for which 1o see declared MSISDNs.

Server phone number Decoder

20259 - No decoder - c

Phone number of the device

K ]

The "server phone number" is a configuration assigned when creating your Live Objects
account if your offer contains this option. It is the "short code" that will be used by your devices
to communicate the Live Objects platform.

Several short-codes may be configured if needed.

The decoder field provides a list of private decoders (accessible only by your Live Objects
account) or public (accessible by all Live Objects customers).

You can define your own private decoders in the "Configuration" menu. See paragraph
“Manage decoders”

To list your SMS devices, you have to select first the corresponding decoder.
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2451, Add an SMS device

To add a new SMS device, click on the "Add a device" button in the "SMS" main menu.

Live Objects

Devices » MSISDNs » Add MSISDNs

Managed/MQTT LoRa SMS

@ device MEISDHN provisioning for SMS service use

Server phone number *

Decoder

MSISDMNs list ~

exampls: 33655443322

®

* required field

First select the "Server Phone Number" (short code that will be used by your SMS device to
communicate with the platform), then a decoder in the list if the payload needs to be decoded.

Enter the msisdn of your device in the format shown in the example. Do not forget to validate
the entry of each msisdn by clicking on the "+" icon, then validate the creation by clicking on the

button "Create". Your device is added to the list.

Live Objects

Devices » MSISDNs

EMS |E|

MSISDNS - 1 msisdn

@ choose the 'SMS server - content decoder' couple for which to see declared MSISDNs.

Server phone number * Dacodar
20259 - demo
Phone number of the device
23507 A

Caution: The list of devices displayed corresponds to the pair ("Server telephone number",
"Decoder") selected. If you have created other devices with other couples (for example, same
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server but with a different decoder), you will have to select the right pair to see the devices in
the list.

2.4.5.2. Delete an SMS device

To delete an SMS device, simply select it in the list and click on the "Delete" icon.

2.4.5.3. Send a command to an SMS device

In the current version, only the creation / deletion of SMS devices is possible with Live Objects
portal.

The sending of command is possible with API. To do this, go to the APl documentation
(swagger) : https://liveobjects.orange-business.com/swagger-
ui/index.html#!/SMS_Connector/sendSMSUsingPOST)

Message received on

send SMS by SMS Connector for a list of MSISDN the device
POST v hitpifibeabjects.orange business. comapiiiisms | : T — 1008 Frem
connectonsms ~
5 < 20259
Body &
®mdis O cwmtormutecoded @ e @ birary
Hedlo Fred & Franck
(o A o
OO0 o @

2.4.54. Modify an SMS device

In the current version, only the creation / deletion of SMS device is possible with Live Objects
portal. The modification of a device (for example, to change a decoder, must be done with the

APl https:/liveobjects.orange-business.com/swagger-ui/index.html#!//Device_management -
Connector nodes - V1/updateNodeUsingPATCH

Example for changing the decoder of a device :
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PATCH v https://liveobjects.orange-business.com/api/v1/deviceMgt/connectors/sms/nodes/336076.5 i wew

(3) Body ®

® formdata @ xwww-form-urlencoded @ raw @ binary

parameters to change are put in the body
of the request

Save Response

answer of the API

0:30:14 778",

2.4.6. Groups

You can organize your fleet with groups of devices.

You can create, rename, or delete a group, or a subgroup by clicking at the root "All Devices" or
an existing group or subgroup.

Note: It is not possible to delete a group that contains at least one device.

By clicking on a group you will see the list of devices that are part of it. A device can only belong
to one group at a time.
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Live Objects

Devices s Managed/MOTT
ManagedMQTT |z|

‘Devicm

ECﬁn‘paigns

all devices
Belgium
~ Romania
Alba iulia
Bucharest
~ Shovakia
Bratislava
~ Spain
Barcelona

Madrid

All devices

| Add filters.
E Add subgroup

& Edn

4 devices.

M oetes

Name

Auto-created dev  mqtt

ice {matt / mysen
sor)

Aute-created dev  myns

ice [migtt £ um:lo:
nsid:myns:device
2)

My Sensor

My device

Status
Tags -
Offine
Offine
rea ® Online
Offine

Last
contact
-

= faw
seconds ago

2 minutes
=00

aminute ago  direct

= minute ago  direct

To move a device from one group to another, go to the device details, or select it from the list

and click on the "Move" icon.
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2.4.7. Campaign management

Campaigns enable to plan, execute, and track bulk device management operations. Supported
operations are command send, configuration update, firmware update. Campaign management

is currently available only for MQTT devices.

2.4.7.1. Create a campaign

To manage campaign go to menu « Devices », and click on « Campaigns »,

Live Objects

Devices » Managed/MaTT

ManagedWMOQTT |z|

 Slovakia

Auto-created dev  maqtt
ice [matt / mysen

~ Spain sor)

eratislava

Barcelona
Auto-created dev myns

Madrid ica [matt / um:la:
nsid:myns:device

then click on « Create a campaign»

Live Objects

Davices » Campaigns
ManagedWOTT |z|

{8 Devices Campaigns

=) campaigns

Scheduled LTI

Creation date Name

O7/25/2018 11:26:22 AM  reset

{8 Devices All devices
l« —!_ Campaigns >
Add filters
| all devices
. 1 selected device / 4 devices.
Eelgium
~ Romania
Allba iulia
MNamespace
Bucharest Name -

mysensor /Romania

devicez -..f/Bucharast

Progress

I Canceling

4+ Add device
C = B @
Last
Status contact
- - Path

Offline 2 minutes diiract
ago

Offiine 5 minutes diiract
£

‘ 4+ Create a campaign ’

Failurezs  Ending date

07/25/2018 6:00:00 PM

The first step is to select the targets. This can be done either by importing a list of existing
devices with a csv export of the MQTT fleet (see the paragraph "Export a list of devices"), or by
importing a list of devices that does not yet exist in Live Objects; in this case the import file will

contain only the column "ld".
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Live Objects

Devices s Campaigns s Create » Target devices

1. Target devices 2. Operations 3. Planning

Select the target devices for this campaign by importing a CSV file @

m W Download a sample

The second step is to indicate the type of operation that will be applied to the selected devices,
and to provide the parameters corresponding to the operation (See the paragraph "MQTT
devices" for a description of these operations).

Live Objects

Devices s Campaigns s Create » Operations

1. Target devices p ions 3. Planning

Set the operation that will be perfformed during this campaign

‘Operation type * [choose the type of operation * required fisld
Send a command

Update parametars

Update 2 firmware

NB: The Live Objects portal allows you to choose only one operation to apply to target devices.
If you need to combine within the same campaign several operations per device (e.g. a
command, followed by a firmware update) you can do it using the APIs
https://liveobjects.orange-business.com/doc/html/lo_manual v2.html# campaign _management
and https://liveobjects.orange-business.com/swagger-ui/index.html#!//Campaign_management

The third step consists in plan the campaign.
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Live Objects

Devices » Campaigns » GCreate » Planning

1. Target devices

.::;. 2. Operations

Select a name and a processing date range for this campaign

Name * maintenance check
Start date * [ 2018/08/01 00 :
End date * ™ 2018/08/02 02 : 00

2.4.7.2. Follow a campaign

* required field

Campaigns are sorted depending on their planning: « Scheduled», « Ongoing» et « Completed».

Click on the corresponding tab to display them.

Live Objects

Devices » Campaigns

ManagedMQTT

B
{8 Devices

=) Campaigns

Campaigns

Status of the
campaign and number
of targets processed /
total number

Scheduled m complated

Creation date

Name

D7/25/2013 11:26:22 AM  reset

08/01/2018 4:27:58 PM  maintenance check

Progress
I Canceling

EE— 2

¢

Failures  Ending date
O7/25/2015 6:00:00 PM

0B/02/2013 2:00:00 AM
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Davices s Campaigns
green: targets processed
ManagedMQTT B red: targets in error
grey: target no processed . .
8 o Campaigns Final status of the campaign
Campaigns
Scheduled completed 'c 4 Create a campaign
Greation date Name Repartition Status Ending date
D5/04/2018 5:08:31 PM My Campaign Android Franck I 1 @ success 02/20/2013 4:23:11 PM
DS/15/2018 11:38:26 AM My Campaign Android Franck I A Incomplete 02/20/2018 4:23:11 PM
D7/26/2013 3:04:52 PM INIT I = @ success 07/29/2013 12:00:00 AM
D7/26/2013 4220022 PM RESET 2 & canceled O7/28/2013 12:00:00 AM
2.4.7.3. Status of a campaign
Status Meaning
Scheduled the start date is not yet reached
Ongoing o the start date is reached
AND
o the end date is not yet reached_and at least one action is still ongoing on a target
When a campaign is running, its progress is displayed: number of targets reached /
total number of targets, as well as failed targets
Canceling the campaign is being canceled. Waiting for the current actions to finish. Actions
that did not start will not start
Canceled the campaign has been canceled. Some scheduled actions may not have been
completed
Success the campaign ended without error: All targets were reached and the operations
successfully completed*
(* See corresponding paragraphs for the actions concerned)
Incomplete | the end date has expired, but targets could not be reached, or some operations
failed.
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2.4.7.4. Status of a target device

Status (EN) | Meaning

Success the operations were carried out successfully* on the target device (* See the
corresponding paragraphs for the concerned actions)

Not started | no operation has been started yet on the target device

In progress | an operation is ongoing on the target device

Failure an operation has failed on the target device
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2.4.7.5. Campaign report

The detailed status of a campaign can be consulted at any moment. For that just click on it on
the list.

Delete the campaign

Back to the list of campaigns
from the history

Devices » Campaigns s IMIT

t Devices Lm INIT - 2 devices- Success

Campaigns

/

Global report of the
campaign with
possibility to refresh in
real time

/

Detail per devices, and Device ID Status  Failure Duration  Start date Last date status
possibility to export to

. urn:loznsid:myns:devieat ~* Success 2 minutes 07/26/2018 2:04:57 PM  07/26/201B 3:06:55 PM
acsyv file

urnzlo:nsid:myns:device2 " SUccess a few seconds O7/26/2018 3:04:57 PM 07/26/2016 3:05:32 PM

= o]

/

Recall of operations
contained in the
campaign

Ccommand sending

init

Recall of the M

scheduling

D7/26/2018 12:00:00 AM - OF/20/2018 12:00:00 AM
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2.5. Data

Data stored in Live Objects can be visualized in the menu « Data »

The data display can be filtered using different fields:

e Stream: This is the time series in which the data are stored. A stream can contain all the data
sent by the same device (default for LoRa), or all data of a given type (e.g. "temperatures”,
"pressure” ...)

e Source: The source that have produced the data (e.g. URN of a device)

* From / To: The time range to search

¢ Tags: Labels inserted in the data message by the device that issued it.

¢ |nterface: This is the type of interface that your device uses to communicate with the platform.
It can be "lora", "maqtt", "http", "sms"

Data
Stream © source (7]
From Ta
Tags
Connector loma
2642 answers . .
Hide details | (& B
Rssi, Network
Date Source Sitream Value Fcnt Port Snr, 5f  Connector Tags signal
07/26/2018 2:05:15 PM  um:lora:0004A308001EFD4A 00044 wmn:lors:0004AI0B001E  { “mbpush™: @, “tempersturse™: 25.503413 } -1 E -B4/8.25 |lom dema
20B001EFD4L 6 ED4auplink a f11
07/26/2013 2:04:55 PM  um:lora:0004A308001 EFDEA 00044 wn:lora:0004AI0B00TE  { “mboush™: @, “tempersturs®: 25 7591853 } 5 E -71/9.75 lomE demo
o
20m001EFDIA @ FodAuplink 8. i1
07/26/2018 2:04:25 PM  um:lora:0004AT08001 EFDAA 00044 wn:lora:0D04AI0B0CTE | “mbpush®™: 8, “temprsture®™: 2552272 } 4 3 -B5/7.75 lom deme
) i f
202007 EFDas @ Foaauplink a f11
07/26/2018 2:04:15 PM  um:lors:0004AZ08001EFD4A 00044 wn:lors:0004AI0B0CTE  { “mpush™: @, “temperature™: 25.373498 } a E -72las/ lom dema
—
200000 EFDas @ ECaauplink a 1

For each data displayed in the table:

e Date: This is the date of the data communicated by the device (or the gateway in the case of
Lora), thanks to the "timestamp" field of the data message. (NB: If this field not provided, the
date is the date of arrival of the data in the platform)

¢ Tags: Like devices, data can be tagged. This tag is inserted in the data message by the
device that emits it.

¢ Value: This is the "data message" produced by the device. Details are available by clicking on
it.

e Other details specific to the type of device (LoRa or MQTT connectivity)
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Uplink message details X

1 Message information

Payload 41d75af500000000
Font &

Port ]

Decoder demo

= Connectivity information

Metwork signal il
Rssi -Bd
snr .25
sf 11
Gateway count a

W Customer tags

demo

¥ Location

Lat/Lon 43.800419,2 20550
Type lora
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1 Decoded data

1
"nbpush”: @,
"wemperature”: 26.919413
F

"metadata”: {
"source”: "urn:lors:@@lAI8BaRlEFDLA” |
"connector”: "lora”,
"encoding”: "demo”,
"network”: {
"lora": {
“signallevel™: 5,
"resit: -84,
"Epatewmaylnt™: 3,
s 11,
“port”: 5,
“snr": B_25,
"location”: {
"alt": B,
"aoourscy”: 1588,
"lon": 2.29536,
"lat": 4B B82410
Is
"Font": 6,
"devEUL": "SSEdAIBESE1EFD4A"

}J
“"streamld”: “urn:lors: 8JA38EEE 1 EFOMA uplink”,
"crested”: "2818-87-26T12:85:15. 686",
"extra”: null,
"location™: {
"provider”: "lora",
"alt": @,
"ascouracy”: 1588,
"lon"™: 2.2956,
"lat": 4B 288419
s
"model”: "lora v@",
"id": "SbSObEFBTETEITEFAABFITHR"
“value": {
"nbpush": @,
"temperature”: 26.919413,
"paylosd"”: "41d75aFoOBBIBHEA"
}}
"timestamp”: "2018-87-26T12:85:15.318Z",
“tags”: [
Py
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2.5.1.  Data export

Filtered data can be exported to a csv file. Just click on the “Export” icon

Tags

Connector lora

7 answers

Date

O7/26/2018 2:05:15 PM

07/26/2013 2:04:55 PM

O7/26/2018 2:04:235 PM

O7/26/2018 2:04:15 PM

Fram 07/26/2018 12:00 AM T

Source

urn:lorE:0004A308001 EFDAA 000443020

Joal= e T ]

urn:lorE:00044308001 EFD44 000443020

O1EFC4s €

urn:lorE:0004A308001 EFDAA 000443020

DiEFD4s 6

urn:lorE:0004A308001 EFDAA 000443080

© source

07/30/201 8 12:00 AM
Stream Value
umForE:0004A30B001EFD  { “rbpush™: @,

P
Aaluplink sz @
um:lora:0004A30B0C1EFD  { “ribgush™: @,
Aaluplink
B @
umdorE:0004A30B001EED  { “nbpush™: @,

—
4atuplink a2 @

{ “rbpush®: B,

wrm:lora:0004A30B001 EFD

“tamperatura”:

“temperaturs”:

“temperature”:

“tamperatura”:

[em] c (8

Network
GConnector Tags signal

Resi, Snr,
Fent Port Sf

=2 6 s -B4/8.25/
11

=7 S5 s T1/275( e
11

x5 4 B B5/7.75/ lom
11

=z 3 s

loa o Ll
o= gamo ul
lora dema Ll
lora o ul

-r2/85/1 @

2.5.2. Advanced visualization

Live Objects relies on "Kibana" an open source tool for data mining and dashboarding. It is a
based on "Elastic Search" technology that allows dynamic dashboards and advanced data
search. Go to https://liveobjects.orange-business.com/#/cms/ressources-dashboards to learn
more about Kibana and other tools usable with Live Objects

To launch Kibana click on the button "Kibana"
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Fabruary 19t 2015, 11:44:58.618 - Fabruary 13th 2018, 11:52:58,618 — by 30 secerds

Boventior v vake fingPe matchingusis

Bevention v vaiue fiingPule name ime

Beventlora vvakie matchingContent data Jocat.
February 13th 2018, 11:57:55.288

‘@eventiona v0.vake matchingContent data jogat.

‘@eventiona v0.vake matchingContent data jogat.

Bevention v vae matchingCantest dats lozat.

uary 19th 2018, 11:57:58.288 lecation: { “las”: 48.87578, lon": 2.14889, “a

event:lorav0 valus.tenantld: S756e9FS0cfZcS4clbEdsOf va

Test Push Lora Tag value firinghula snsbled: tr

Bevention v vae matchingCantest dats lozat.

Bevention Vi vake matchingCortext data. meta.

February 13th 2018, 11:57:57.355

Bevention v vae matchingCantest dats mets.

Bevention v vae matchingCantest dats mets.

ce value fivingEula fivingTypa: ALWAYS valua

11:57:57.956 lscacten: { “Tat": 45,7578, “len": 2

0 walve paylsss: 0100c7 tags: hreppush

Beventiora ViLvake matchingCantent data. meta...

5 macadas

Beventiora ViLvake matchingCantent data. meta...

Beventiora ViLvake matchingCantent data. meta...

February 15th 2018, 11:55:02.380

Bevention v vae matchingCantest dats mets.
Bevention v vae matchingCantest dats mets.

Beventiora ViLvake matchingCantent data. meta...

4B83CTOFI00LLILE luplink Cimestemp: February 19th 2
modal: lorav0 value.paylead: c3fSa

018, 11:56:02.980 lecatien: { "lat": 45.84997, ~

r2:4883C70FI00LL1E matadata. encoding:
£: 22 marasae

Beventiora ViLvake matchingCantent data. meta...

Bevention v vae matchingCantest dats mets.

* February 19th 2018, 11:54:32.28¢

Beventiora ViLvake matchingCantent data. meta...
Beventiora ViLvake matchingCantent data. meta...

@eventions v vae matchingCartest dats meks

10th 2018, 11:54:53.28¢ lecation: { “lar”: 48.87211, “lor
event:lorav0 valus.tenantld: 5756e9FB0cfZcs

Bovention v vake maichingCartest data model
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Prerequisites for MQTT devices to have data been indexed by Elastic Search:
¢ the "model" field must be entered in the data message returned by the device. This field

provides information on the structure field “value” of the data message
of the data contained in this field.

and allows the indexing

¢ if the field “model” is not present in the data message, the data in "value" will not be indexed
e if the structure of the field “value” changes (for example a "temperature" field that goes from
integer to string), the value of the field "model" must also be changed. The same data model

cannot be used to index data of different structures.

¢ the value of the field "model" is not imposed by Live Objects, it is provided by the device

See developer guide for detailed description of a data message:

https://liveobjects.orange-business.com/doc/html/lo_manual v2.htmi#MQTT DEV _DATA
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¢ the payload must be decoded so that the data can be indexed
o the decoder must also specify a field “model” corresponding to the structure of the
decoded data, for the same reasons as explained above

2.6. Configuration

The menu « Configuration » allows the management of your Live Objects account.

2.6.1. |dentification of the account

Here are the informations that identify your Live Objects account:

- Account ID: It’s the Live Objects tenant ID. To provide when calling customer support
Name : The name of the Live Objects tenant

Creation date : Creation date of the Live Objects tenant

Email : The contact email address used for the account creation

Live Objects

Configuration » Account

& Account Account

o Users

# Information

i keys
Qg Api key Account I Saaadsas4gcdedteciozeze

| Message bus HName LOM PORTAL ALL

Creation Date 2018-03-15

B Firmwares
Email

¥ Dscoders

2.6.2. Roles and rights in Live Objects

Rights in Live Objects are managed through "roles". Each role defines a scope of possible
actions on one or more features of the product. These roles can be assigned to users, or API
keys used by devices or applications to access to Live Objects.

Two user profiles are available in Live Objects :

- «administrator » : it has all administrator rights on the Live Objects account,
- «user» : it has mainly read rights

It is also possible to define a custom profile, by selecting each role manually. (See paragraph
« Manage users»)
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The table below summarizes the roles attributed to each profile:

CAMPAIGN_R/W

operations

Technical value Description Administra||  User
(Read/Write) b tor
API_KEY_R/W API keys management R/W R/W
USER_R/W Live Objects users management R/W
SETTINGS_R/W lIJ_Sl\e/;a Objects account configuration (for future R/W R/W
DEVICE_R/W Device Management R/W R
DATA _R/W Collected Data Access R/W R
DATA_PROCESSIN ||Data Decoders and Events Processing R/W R
G_R/W management
KIBANA R Access to Kibana R
BUS_CONFIG_R/W Management of routing keys and message R/W R
queues (fifo)
BUS R/W Access to message bus access using MQTT or R/W R/W
- HTTP
DEVICE ACCESS MQTT Device mode access (allow to create API R/W R/W
= keys for devices)
Management of massive device management R/W R
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2.6.3. Manage users

”

To manage Live Objects users go to menu “Users”.

Live Objects

Configuration » Users

& Account Users - ==

* Users

a s cC B
Login Profile Etat

T Messages bus
dew_zll Customized Enabled

@ Firmwares Jack Usar Suspended
ﬁ Decoders <John Administrator Enabled

Barbara User

| o [

Enabled: Means the user has access to Live Objects
Suspended: Means the access to Live Objects for the user has been suspended by an admin

user of the account
Disabled: Means that an activation email has been sent to the user, but the user didn’t activate

it yet his
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Create a user

To create a new user click on the button “Add”

Live Objects

Configuration » Users » Register a user

* required field

new_user@myconnectedcompany.com

& Account Register a user

* Lze @ User information

R Apikeys Login * new_user

== Message bus Email *

[§ Firmwares Profile

£ Decoders Roles Name
User
APl Ky
BuUs access

Bus Configuration

Campaign

Data

Data Processing

Device

Device ACCESS

Account

Kibana

MyPlug

@user () Administrator (7) Customized

Description

Users management
Assign USER_P and USER_W roles

API Keys managemeant
Assign API_KEY_P and API_KEY_W roles

Message Bus access using MQTT or HTTP
Assign BUS_R and BUS_W roles

Routing Keys and Messsge QUeUEs Management
Aszsign BUS_COMFIG_R and BUS_COMNFIG_W roles

Managment of massive operations on a s2t of Devices
Assign CAMPAIGN_R and CAMPAIGN_W roles

Collected Data Access
Assign DATA_R and DATA_W roles

Data Decoders and Events Processing management
Assign DATA_PROCESSING_R and DATA_PROCESSING_W roles

Device management
Assign DEVICE_R and DEVICE_W roles

Device mode MQTT access
Assign DEVICE_ACCESS role

account configuration
Azsign SETTINGS_R and SETTINGE_W roles

Kibana access
Assign KIBAMA_R role

MiyPlug Services access

Reading  Writing

Cancel m

Login is used to log into Live Objects Portal.

Email is the contact email address where the activation email and password recovery emails will

be sent

Profile allows to select predefined right profiles, or to selects custom rights

Click on button « Add » to validate the user creation. An activation email is immediately sent.
This email contains an activation link with_7_days validity.
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As long as the user has not activated his access by clicking on the activation link, his status
remains "inactive".

If the user has not validated his access within 7 days, it will be necessary to send again an
activation email. This can be done by selecting the user(s) concerned and clicking on the "Send
activation email" icon, or in the user's details by clicking on the "Send activation email" button.

2.6.3.2. Suspend / reactivate a user

It is possible to suspend access to the service for a user temporarily. For this go to the details of
the user by clicking on it in the main list and click on the button "Suspend". The suspension is
immediate, the user can no longer log in to the Live Objects portal.

To reactivate a suspended user, go to the user's details and click the "Enable" button. The
reactivation is immediate and the user can connect again to the Live Objects portal.

2.6.3.3. Delete a user

To delete a user select it from the main list and click on the "Delete" icon. The deletion is
immediate and definitive.

2.6.4. Manage API keys

APl keys allow:
- to connect MQTT devices to the platform
- business applications to use Live Objects services through APIs (MQTT and REST):
o Data mining (Search)
o Real-time data consumption
o Device management
o Live Objects configuration (users, decoders etc.)
All features available through the Live Objects portal are also available through the REST APIs
(see https://liveobjects.orange-business.com/#/swagger)

The MQTT APIs are reserved for:
- connecting MQTT devices (“device mode”)
- real time data consumption by business applications (“bridge mode” with payload username)

See developer guide https://liveobjects.orange-
business.com/doc/html/lo_manual v2.htmI#MQTT API

As for users, it is possible to assign roles to API keys, to allow certain features or not. For
example:
- an APl key used by an MQTT device only requires the DEVICE_ACCESS role
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- abusiness application that needs to use the device management APIs will require the
role DEVICE_R (if simple consultation) and DEVICE_R + DEVICE_W (if consultation and
modification)

- abusiness application that needs to consume real-time data with MQTT will need the
BUS_R role

NB: for each REST API, the necessary role is indicated in the swagger
(https://liveobjects.orange-business.com/#/swagger).

To view all the API keys created in your Live Objects account, go to the "API Keys" section of
the "Configuration" menu.

2.6.4.1. Create an APl key

To create a new APl key, click on the button “Add” in the menu “Api keys”

Live Objects

configuration » Apikeys » Add an api key

& Account Add an api key
& Users & information * required field
S| Apilkeys Name * enter a name
= Message bus Description Child of Masterkey
m Firmwares
x Decoders Queues restriction enter queues to be used for restriction
valid from 0B/02/2018 10:43 AM (7]
wvalid until enter an end date
Profile (C)MaTT Device @) application () Customized
Roles Mame Description Reading  Writing

Users management

User N
Assign WSER_R and USER_W roles
4P Key API Kays managsment
Aszsign API_KEY_R and API_KEY_W roles
Message Bus access using MQTT or HTTP
BUS S00ESS =3= g

Assign BUS_R and BUS_W roles

Routing Keys and Message Qusues management

Bus Configuration A
Assign BUS_CONFIG_R and BUS_CONFIG_W roles

— Managment of massive operations on a set of Devices
Assign CAMPAIGN_R and CAMPAIGHN_W roles
Collected Data Access

Cata N
Assign DATA_R: and DATA_W roles

Data Decoders and Events Processing management

43300 DATR BREOCESSING B .and DATA BROCESSING W mies

Data Processing
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When creating an API key you can choose to assign to it a predefined rights profile based on
your usage, or a custom profile.

The "MQTT Equipment" profile is the profile to select for the keys used for connecting MQTT
devices.
The "Application" profile is the profile to be selected for the keys used by application servers on

top of Live Objects for the usual use cases: real-time data consumption, configuration of
message queues, management of decoders and "event processing”.

For more advanced needs ("Device Management", campaign management for example), use
the "Custom" profile and select the appropriate rights.

You can also set a validity period for your key. At the end of the period the key will be
automatically deactivated.

It is also possible to restrict an APl key to one or more message queues (fifo). This means that
this key can only be used for the consumption of routed messages into the specified queues
and only that. The consumption of messages on other fifo, or the use of other APIs, including
REST, with this key will be impossible.

This feature allows you to share data from some devices with a partner without giving access to
other part of you Live Objects tenant.

To validate the creation of the key, click on the "Create" button. Your key is generated in the
form of an alphanumeric sequence and a QR code.
Api key generated X

Here is the api key value. Keep itin 2 safe place.

Tifdd2e59c0de4340629991548b8c30 | Gopy to clipboard

Important note: The key is not stored in Live Objects. Only an hash is kept in the platform. It is
your responsibility to keep it in a safe place. In case of loss the key cannot be found in Live
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Objects, it will have to be deleted or regenerated and the systems using it (MQTT device,
applications) will have to be updated with the new key.

2.6.4.2. Hierarchy of API Keys
It is possible to create children of an API key. These children keys will automatically inherit roles

from the parent key as well as its validity. It is not possible to add roles to a child that are not
owned by the parent key.

Disabling the parent key automatically disables all of its children.

The use of child keys can be useful for managing groups and subgroups of APl keys. For
example, a single API key for a device group, with a daughter key for each, will disable access
to Live Objects for that device group in one click.

To create a child key, simply select the a key by clicking on it in the main list, then click on the
"Add" button in the modification screen, at the bottom of the page.
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07/02/2015 1:25:35 Pl 4
2 manth aga)

MQTT Device 4

Description

Users management
Assign USER_R and USER_W roles

AP| Keys management
Assign API_KEY_R and API_KEY_W roles

Message Bus acoess using MQTT ar HTTP
Assign BUS_R and BUS_W roles

Routing Keys and Messsge Queuss mansgement
Assign BUS_COMFIG_R and BUS_COMFHE_W roles

rManagment of mazsive operations on 3 set of Devices
Assign CAMPAIGN_R and CAMPAIGH_W roles

Collected Data Access
Assign DATA_R and DATA_W roles

Diata Decoders and Events Processing management
Assign DATA_PROCESSING_R and DATA_PROCESSING_W roles

Dievice management
Assign DEVICE_R and DEVICE_W roles

Device mods MOTT CCess
Assign DEVICE_ACCESS role

Account configuration
Assign SETTINGS_R and SETTINGS_W roles

Kibana sccess
Assign KIBAMA_R role

MyPlug Services access
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2.6.4.3. Modify an APl key

To modify a key, select it in the main list.
You can modify :

- the name

- the description

- the profile and roles (you need to regenerate the key to take effect)
- the validity period

- the queue restriction

- the children keys (add/delete)

2.6.4.4. Regenerate an API key

You can regenerate a key from the key edit screen by clicking the "Regenerate" button. A new
key value will then be generated and the old value will be obsolete. If you regenerate a key (for
example, if you lose it), you must update the systems that use it (MQTT devices, applications).

2.6.4.5. Disable / enable an API key

You may need to temporarily disable an API key. This is possible from the key edit screen by
clicking on the "Disable" button. APl access becomes impossible for any system using this key.
Conversely, a key can be instantly reactivated by clicking on the "Enable" button present in the
key details screen, or in the main list by clicking on the "Enable" icon.

2.6.4.6. Delete an API key

To delete one or more API keys, select them in the main list and click on the "Delete" icon.
The deletion is irreversible, and access to any system using the key(s) is impossible.
NB: Deleting a parent key will automatically delete all its children keys.

2.6.5.  Manage message queues (fifo)

Message queues (or fifo) are useful for applications using MQTT to consume data in real time.
They persist the messages in case connection cut for example.

These queues can be filled by the following routing keys (or "binding"):

Messages of all devices: ~event.vl.data.new.#

Messages of all LoRa devices: ~event.vl.data.new.urn.lora.#

Messages of one LoRa device: ~event.vl.data.new.urn.lora.{DevEUI}.#
Messages of all MQTT devices: ~event.vl.data.new (without .# at the end)
Messages of all SMS devices: ~event.vl.data.new.urn.msisdn.#
Messages of one SMS device: ~event.vl.data.new.urn.msisdn.{msisdn}/#
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Note: Routing keys will evolve in a future version to allow a greater flexibility of routing (by
device, by group, by type) as well as a unification of the "pattern" of key. Backward compatibility
will be ensured with the current keys. In particular routing messages of a specific MQTT device

will become possible.

To manage message queues go to the "Message Bus" section of the "Configuration" menu.

Live Objects

Configuration » Message bus

& Account Message bus

o8 Users
R Apikeys FIFO queues Routing keys

=W Message bus II:I c

B Firmwares

FIFO Message ready Message unacked # of consumers Max size Usad %
£} Decoders default 5013 o o 10 Mbytes 20%
(3021886 byt=s) (0 byt=s)
filelora aro [ o 10 Mbytes
(30754 bytes) 0 brytesy
demo 11686 o o 10 Mbytes 4B%%
(4857882 bytms) (0 bytes)

K = [y

2.6.5.1. Create a message queue

Creating a message queue is done in two steps:
1. Creating the queue: Click on the button "Add”, in the tab “FIFO queues”

New FIFO messages queue X
* required field

Name * enter the FIFO name:

Max size [bytes) Erter the max size of the FIFO {10MB by default) =

Cancel

62/76



| Business
LU Services

2. Then go to the tab « Routing keys » and add a routing key to the fifo.

Create new binding X
Routing key filter ~eyent.vl.data new_# (7]
Target FIFO demao i

e

Repeat this action if you want to add several routing key to a same fifo.
See previous paragraph for the list of possible routing keys

Note that in the case of LoRa device, a shortcut allows this operation to be carried out in a
single step. To do this click on the button "Configure for LoRa device(s)"

@ Ajouter une nouvelle file de messages pour équipement{s) LoRa® * champ obligatoire
Wom * MaFileLora
DevEUI D034567890123456 (7]

To route messages from a particular LoRa device to the queue, simply enter its devEUI in the
corresponding field. If this field is left blank, messages from all LoRA devices in the fleet will be
routed in the queue.

2.6.5.2. Modify a message queue

It is possible to add routing keys to an existing message queue. To do this go to the "Routing
Keys" tab, and click on the "Add" button. Enter the routing key and target queue (see previous
paragraph)

2.6.5.3. Delete a message queue

To delete a message queue, select it in the main list and click on the "Delete" icon. The deletion
of the queue is definitive.
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2.6.5.4. Limitations on message queues

Limitations on message queues depend on the offer you have subscribed. These limitations
relate to:

® The number of queues you can create

® The overall storage allowed for fifo creation (typically 10MB x nb of fifo)

When a queue is full, new incoming messages replace older ones.

2.6.6. Manage firmwares

Firmware update requires that the device is connected with MQTT and implement the Live
Objects "device management" logic (see the developer manual https://liveobjects.orange-
business.com/doc/html/lo_manual v2.htmI#MQTT DEV_RSC)

To be able to update the firmware of your devices, you must first have created the
corresponding firmware(s) in Live Objects. This consists of two steps:

1. Creation of the firmware with the same ID as that communicated by the device

2. Create the different versions attached to this firmware and import into Live Objects
the corresponding binaries.

Step 1

To create a new firmware, go to « Firmwares » in the menu « Configuration » and click on the
button “Create firmware”

Live Objects
configuration » Firmwares
& Account Firmwares - s fimuare:
ﬁ Users
c
&, Api keys
Firmware Id Label Description Connector Creation date Last update
= Message bus
D Libel_ D4 descriton ID4 hittp-updater 3 yesr ago & year ago + aAdd version )
[§ Firmwares
ID_Fwz Test ID_FW2 Desription ID FW2 de test  hittp-updater = yesr ago & year ago + aAdd version )
‘& Decoders ID_FWa Label_ID_Fw3 Descmiption ID_FW3 http-updater & year ago a year ago 4+ Add version )
ID_FW_TEST_CMA Label_ID_FW_TEST_CMA DESC_ID_FW_TEST_CM& hitp-updater ayear ago @ year ago + add version )
demo_splash_screen hitp-updater 10 monthsago 10 months ago 4 Add version )

K o []

Enter the same firwmare Id as the one reported by your device, and select the "http-updater”
connector. Click the "Create a new firmware" button to complete step 1.
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* required field

Live Objects
Configuration » Firmwares » Add a new firmware
& Account Add a new firmware
ﬁ Users 8 Information
& Apikeys Firmware id ~ X171 _firmwvare
W Message bus Label X171 firmware
@ Firmwares Description Core Firmware X11
& Decoders Connector * hitp-updater
Step 2

In the main list, click on « Add version».

Live Objects

configuration » Firmwares

& Account Firmwares - 1 firmosr=
& Users
R, Apikeys
Firmware Id  Label Description

= Message bus
X1 1_firmware x11 firmware  Core Frmware X11

[ —

== c

Creation date Last update

& few seconds ago a few seconds ago + Add version "

Indicate the version's id in coherence with the one communicated by your device, then import

the binary file corresponding to the firmware.

NB: You have the possibility to manage the compatibility between versions of a same firmware.
To do this, enter the old versions of the firmware compatible with this new version in the
"Compatible version" field. If you do not specify any version, this means that the new version

can be installed on any previous version.
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Firmware Id

version id

Dascription

Compatible versions

File

Add a new version

X11_firmware

20
Version 2.0 of core firmware

12 X

i Parcourir ... I X11_2.0.bin

Create new version

The available versions of a firmware are listed when clicking on the icon

the line of the firmware.

v corresponding to

Live Objects

Configuration » Firmwares

& Account
o8 Users

&, Apikeys
= Message bus
[ Fimwares

£ Decoders

Firmwares - 1 firmuzr=

Firmware Id Label D

P

X1 1_firmawane X11 firmware

Version Description
20 version 2.0 of core fimware

2.01 wersion 2.0.1 of core finmware

Core Finmware X11

c o~
hittp-up-dater & minutss ago
Creation date

4 minutes ago

2 minutes ago

== o

Creation date Last update

& minutes ago + aAdd version Y
Last update
4 minutes ago ® Bemove
2 minutes ago ® Pemove

= o]

You can now program a firmware update. To do this, go to the “Devices” menu. (See section
"Update the firmware of an MQTT device".
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2.6.7. Manage decoders

A decoder allows translating data issued by a device from a "computer" form (e.g. hexadecimal
payload of a LoRa device) into a human understandable and indexable data. This translation
also allows usage of advanced services based on data, such as event processing. These
advanced features are currently only available with APl (See developer manual
https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html)

2.6.7.1. Type of decoders

Decoders available in Live Objects are of 2 types:

e "Configurable" decoders: These are binary decoders (for hexadecimal payloads), or csv
(text payload with separator). These decoders are suitable for devices whose payload
structure does not vary. You can create your own configurable decoders yourself (see
paragraphs after)

e "Programmable" decoders (Script): These decoders are intended for devices whose
payload structure are complex and cannot be processed by a configurable decoder. For
security reasons, the deployment of this type of decoder can only be done by Orange
teams (see paragraph "Create a programmable decoder")

2.6.7.2. Visibility of decoders

Decoders can be "private", that is to say visible and usable only in your Live Objects tenant; this
is the case of the configurable decoders that you create yourself.

Orange also offers as part of its catalog of objects https://iotmarket.orange.com a list of
predefined decoders adapted to different hardware. These decoders are called "public" that is
to say, visible and usable by all Live Objects customer.

The list of public and private decoders is displayed in the menu "Decoders".
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Live Objects

& Account Decoders -z1 decodes

28 Users

& Aoikers Select 3 decoder type |Z| m C

Name Type Model State Visibility
= Meszage bus
abeeway_masterracker_vi.0 Predefined [Script) model_zbesway_masterracker_va @ Enzbled Public
m Firmwares abeeway_microtracker_v1.0 Fredefined (Script) model_zbeeway_microtracker_v1 @ Enzbled Public
m Decoders adeunis_arf31800a_v1.0 Predefined (Scripf) model_zdeunis_arfg180ba_v1 @ Enzbled Public
arcusil Farameterized (C5V] @ Enzbled Private
ascoel_irasBlr_v1.0 Predefined (Script) model_zscoel_rBE8Ir_v1 @ Enzbled Public
atim_acw_th_v1.0 Predefined (Scripf) model_atim_acw_th_w1 @ Enzbled Public
atim_acw_wl_v1.0 Predefined (Script) madel_ztim_acw_wl_v1 ® Enzbled Public
demo Farameterized (Binary) @ Enzbled Private
digitalmatter_oyster_v1.0 Predefined (Script) model_digitaimatter_oyster_v1 @ Enzbled Public
elsys_ers_vi.0 Predefined (Scripf) model_elsys_srs_v1 @ Enzbled Public
ercogener_eqiiid _viD Predefined (Script) model_srcogener_1114_vi @ Enzbled Public
fred Farameterized (C5V] @ Enzbled Private
ri_loraspy_to_ti_vi.0 Predefined (Script) model_jri_oraspy_to_t _vi ® Enzbled  Public
meitrack_t55_v1.0 Fredefined (Script) model_meitrack_tass_v1 @ Enzbled Public
nke_sensors_vi.0 Predefined (Script) model_nke_sensors_wi @ Enzbled Public
oCesn_zsset_tracking_tag_vi.0 Fredefined (Script) model_ocean_ssset_trecking_tag_wi @ Enzbled Public
poland Parameterized [CSV) ® Enzbled  Private
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2.6.7.3. Create a binary decoder (configurable)

To create your own configurable decoder, click on the button « Add ».

Live Objects

Configuration » Decoders » Adda decoder

& Account Add a decoder
& Users R :
@ Decoder information * required field # Decodertest
G‘ Api keys Name * Payload to be deceded, in hexadecimal format

The encoding format handled by this decoder
T Message bus
Type *

@ Firmwares Select a decoder type |Z|

Template Result
£# Decoders

Mustache template for post-decoding transformation

Template mathematical evaluation

Cancel

Decoder creation is in two step:

1. Definition and test
2. Creation

Step 1: Definition of the decoder

In this step you have to describe the structure of the payload. Live Objects relies on the Java
Binary Block Parser (JBBP) for the description of binary structures. The different types are
available here https://github.com/raydac/java-binary-block-parser#primitive-types
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FALSE (==0)

TRUE (!=0)

8 bit signed field

allowed types

8 bit unsigned field

Primitive

()| Special ﬁ types )
()| Byte order

16 bit signed field

16 bit unsigned field

-u@- 32 bit signed field
-me— 64 bit signed field

int;
<field_type> [<field_name>]; 4:
int data;

Complex types =

In the field « Binary payload description» enter the structure of your payload as follows:
variable type;

In the example given below, the variable "test3" is coded on 3 bits, the variable "test5" on 5 bits
and the variables "pressure" and "temperature" on 1 byte each. This constitutes a payload of 3
bytes in total.
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Live Objects

configuration » Decoders » Add a decoder

& Account Add a decoder
* Users
@ Decoder information * required field # Decoder test
&, Apikeys Mame - Payload to be decoded, in imal forma
My binary decoder SEAAFF
= Message bus
Type *
IB Firmwares Parameterized (Binary} |Z|
- . Result
EBina oad description *
ﬁ Dec ry payl P
bit-3 test3; ;8
bit:5 tests; e . ?‘
byte pressurs; "prassure”: -EE,
byte temperajurs; “eemperature”: -1

Template

Mustache template for post-decoding transformation

Template mathematical evaluation

@ o

It is recommended to test the decoder before creating it. To do this, do not immediately click on
the "Create" button, but first enter a test payload in the field "Payload to be decoded, in
hexadecimal format" and click on the "Test" button. In the above example the 38AAFF payload

will match the decoded values
{
"test3": O,
"testbH": 7,
"pressure": -86,
"temperature": -1

}
Indeed 38AAFF matches to the binary sequence \001 1 1000“10101010} \1 11111 11}

38 AA FF

First byte: the three first bits are 000 that equals to 0 in decimal (value of « test3”), the following
five are 00111 that equals to 7 in decimal (value of “test5”), so the entire byte 00111000 equals
to 38 in hexadecimal

Second byte: AA in hexa equals -86 in decimal (value of “pressure”)
Third byte: FF in hexa equals -1 in decimal (value of “temperature”)
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It is possible to format the decoded data and to apply arithmetical operations (offset application,
unit conversion ...). This is possible through the use of templates. The templates are based on
the "mustache" formalism (see http://mustache.github.io/)

If we take the previous example we may want to give a particular meaning to the values
represented by "test3" and "testb" and convert the pressure and temperature values and
display them with the correct unit.

Live Objects
Configuration » ders » Addad
& Account Add a decoder
ﬁ Users . _ ]
& Decoder information * required field & Decoder test
&, Apikeys Name * Payload to be decoded, in hexadecimal format
My binary decoder SBAAFF
= Message bus
Type *
@ Firmwares Parameterized (Binary) |z| E
ﬁ Dec Binary payload description * Result
bit:3 test3: &
bit:5 tests;
byte pressurs;
byte temperature;

Template

"batStat":{ftests}},
“pressure”:"[{#math}}{ {pressure}l+100{[/math}} Pa",
“temperature” : "{[#math}}{{temperaturel}1 0{/math}} b
celsius”

{
*networkStat*{ftest3}}, ‘

Template mathematical evaluation

& )

The selector "Template mathematical evaluation" allows to restrict the mathematical evaluation
to the tags {{math}} only (value off), or to extend it to the whole template (value on)

Step 2: Creation of the decoder

Once the decoder has been validated, you can create it by clicking on the "Create" button. It
becomes immediately available for use by your devices (see the paragraph "Assign a decoder
to a device")
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2.6.7.4. Create a CSV decoder (configurable)

To create a csv decoder, proceed in the same way as for a binary one. The structure of the
payload is simply composed of "Name of the variable" (name) and "type" (jsonType), and a
separator character. It must be entered in the "Columns descriptions" field.

Live Objects
Cc ion » D » Add a decod
& Account Add a decoder
8 Users . ) .
@ Decoder information * required field & Decoder test
&, Apikeys Name * Payload to be decoded, in hexadecimal format
My cev decoder 255 1013,GO0D
W Message bus
Type -
Test
[ Frmwares Parameterized (CSV) B
Columns description * Resuit
£ Decoders

! . - . "temperature”: "25.5 celsius”,
{.nml..tamaat:.l:t_a . Json‘l:yp.e. NUME.RIC i3 “pressure”: "1.813 bar”,
{"name": “pressure”,“jsonType”: "NUMERIC'], “itatus”: "GO00"
{"name": "status" "jsonType™ "STRING"} T
1

Parsar options
{"columnSeparator™:*;"}

Template

{

“pressure”:" [[#math}}{{pressure]}/1 000 {/math}} bar”,
“temperature” : *{flemperature}} celsius”,

"status": "[{status}]"

H

Template mathematical evaluation

&) %)
[ cancel

Possible types are: NUMERIC (integer, long, float double), STRING (UTF-8), and BOOLEAN
(“true”/ “false”)

The field « Parser options» allows specify different options of csv format. If left blank the default
separator is the comma.

See the developer guide for the complete list of available formatting options
https://liveobjects.orange-business.com/doc/html/lo_manual v2.html# csv_decoding

It is also possible to define a template to format decoded data, in the same way as for the
binary decoder (see "Create a binary decoder")

73/76


https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_csv_decoding

| Business
LU Services

2.6.7.5. Create a programmable decoder

If your device produces payloads with complex and variable structures, you can use
programmable decoders. The creation of this type of decoder requires action from Orange
teams. If you cannot find a public decoder for your hardware, please ask to
liveobjects.support@orange.com.

2.6.7.6. Disable/enable a decoder

When it is created, a decoder is automatically activated, but it is possible to deactivate it for
temporarily suspend the decoding for all devices that uses it.

To disable/enable a decoder, select it in the main list, then click on the "Disable / Enable"
button.

Live Objects
Configuration » Decoders » demo
& Account demo
& Users
€ Decoder information # Decoder test
&, Apikeys Name demo Payload to be decoded, in hexadecimal format
W Message bus Type Parameterized [Binary)
@ Firmwares State ® Enabled
Result
£# Decoders visibility Frivate
Binary payload Ffloat temperature;
description int nbpush;
Template
Mathematical Yes
evaluation

Note: You can disable only your own decoders.
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2.6.7.7. Assign a decoder to a device

You can assign decoders only to LoRa or SMS devices.

You can assign a decoder to a LoRa device at its creation by selecting the decoder from the
proposed list (see paragraph "Add a Lora Device"), or to an existing device (see paragraph
"Modify a LoRa device"). NB: Once the decoder is associated with to the device the next
payloads will be automatically decoded. The payloads raised before the association of the
decoder remain not decoded.

You can assign a decoder to an SMS device at its creation (see paragraph "Adding an SMS
device"). To add a decoder to an existing SMS device you must use the API (see paragraph
"Modify an SMS device"); then decoding will work the same way as for LoRa devices.
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3. Resources

A set of resources is available from your Live Objects portal: https.//liveobjects.orange-
business.com/#/fag

You will find:

You

Practical answers to frequently asked questions (FAQ)

Video tutorials giving you a quick start to the different features of Live Objects

The complete development guide for Live Objects. This is the documentation for
developers and integrators.

A complete training kit for Live Objects

The REST API documentation (swagger). This is an interactive documentation that
allows you to manipulate the APIs with your Live Objects account

Postman collections to facilitate use of APIs

Code samples for devices (SDK) and for business applications (samples)

Recommended tools for Bl, analytics and dataviz that can be easily used with Live
Objects

An "About" section in which you can find the current version and its content (Release
Note)

can also join the Live Objects community on the developer forum

https://stackoverflow.com/tags/orange-api
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